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OpenLDAPAME

« OpenLDAP Software is an open
source implementation of the
Lightweight Directory Access
Protocol.

« How does LDAP work

- X.500

« DB : BerKeley DB

The Organisation

% dc=DE

Organisation Unit

ou=Pe

uid=babs

dc=example

ople ou=Servers

Person

%
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Client

I SINELIEE * F il RS
L E AR 25 Bl T IR E
OpenlLDAPZ il

o pam R BRI N S0AIE R IR A9
&, AMUTEAH
passwd/shadow S i3T5
IE, 3N T #openLDAPYE
HI38AIE o

PAMA% ER

OpenlLDAP
Server

*OpenLDAP
cluster

%
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- AFRBEINMNAKSERRSEZE |, AILAERAsudo#H1THE

e

« TREN D AEVASBRFIGIIAIR , BUASRZEE

|

OpenlLDAPHEN , BNARTERFRITRERZE:

e sudo su - root
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ZaEE= ( CentOS 5.8 )

Server Client

" "
openldap—devel -$VERSION pam_1dap—$VERSION
openldap—$VERSION nss—pam-1dapd-$VERSION
openldap—servers—$VERSION openldap—$VERSION
openldap24-1ibs—$VERSION openldap—clients—$VERSION

openldap—servers—sql—-$VERSTON ?&
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ZFintcE ( CentOS 5.8 )

e (Command: Authconfig—tui

| Authentication Configuration

User Information Authentication
[*] Cache Information

{ LDAP Settings

[ ] Use Winbind

Server: |GENNZAVISA'N AV
Base DN: [[EVEI NG Faetell
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EFRECE ((FS5IN)

« ConfigureFile : /etc/ldap. conf

e

'1*,d6=com,dc=cﬁ
TLS_CACERTDIR /etc/openldap/cacerts

ss| start_tls
ss| on

tls_cacertfile /etc/openldap/cacerts/cacert. pem
tls_reqcert demand

pam_password mdS
sudoers_base ou=SUDOers, dc=%
timelimit 120

bind_timelimit 120

idle_timelimit 3600

GOPS2016 2 HRIZA KL Ligik GOPS2016
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EFimECE (

>

N

/

=150 )

e ConfigureFile : /etc/nsswitch. conf

files
files
files
files

GOPS20l6e iz K- EiBuh

services:

netgroup:

publ ickey:

automount:

al iases:

files| ldap

nisplus

files| Idap
files nisplus
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EFRECE ((FS5IN)

« ConfigureFile : /etc/sysconfig/authconfig

[root@localhost “]# cat /etc/sysconfig/authconfig
SEWINBINDAUTH=no
SEKERBEROS=no
SESYSNETAUTH=no
SEPAMACCESS=no
SEMKHOMED | R=no
ORCESMARTCARD=no
SESMBAUTH=no
SESMARTCARD=no
SELDAPAUTH=yes
SEDB=no
SEWINBIND=no
SESHADOW=yes
PASSWDALGOR | THM=md5
SELOCAUTHOR | ZE=yes
ISEPASSWNOC=no
SELDAP=yes
JSEHESTOD=r0
SECRACKL | B=yes
SENIS=no
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EFmicE ((EE3EI )

e ConfigureFile : /etc/pam. d/system—auth

root@loca # cat /etc/pam. d/systemaut

H%PAM-1. 0

it This file is auto—generated

it User changes will be destroyed the next time authconfig is run.
required pam_env. so
sufficient pam_unix.so nullok try first_pass
requisite pam_succeed_if. so uid >= 500 quiet
sufficient pam_ldap. so use_first_pass
required pam_deny. so

required pam_unix. so broken_shadow

sufficient pam_localuser. so

sufficient pam_succeed_if. so uid < 500 quiet
[default=bad success—ok user_unknown—i|gnore] pam_ldap. so
requiTed pam_permi L. S0

requisite pam_cracklib. so try_first_pass retry=3 dcredit=-1 ocredit=—1
sufficient pam_unix. so md5 shadow nul lok try_first_pass use_authtok
sufficient pam_|dap. so use_authtok

required pam_deny. so

optional pam_keyinit. so revoke

required pam_|l imits. so

[success=1 default=ignore] pam_succeed_if.so service in crond quiet use_uid
required /1ib/security/$1SA/pam_mkhomedir. so skel=/etc/skel umask=0077
reauired pam_unix. so

optional pam_ldap. so

;ession

GOPS2016 &€ Bki= 4 GOPS 201
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o WAL

esudo su - root

esudo su — oracle/mysq|

Se rVice esudo su — service

N etWO r k esudo su— Network-command

O b Se rve r esudo su— read_only

personal  E&&
%
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NR : B EE

1Ll

40{E]3CI] : ( UserInformation, GroupInformation )

e

# dev, Group, @

dn: cn=dev.ou=Group,d6=i

objectClass: posixGroup
objectClass: top

cn: dev

gidNumber: 200100

e

# ops, Group, 4

dn: cn=ops, ou=Group, dc=%

tob jectClass: posixGroup
objectClass: top

cn: ops

gidNumber: 200101

, dc=com, dc=cn

», dc=com, dc=cn

GOPS20l6e iz K- EiBuh

B xuyingwei, People,

dn: uid=xuyingwei,ou=PeopIe,dc=i

cn: xuyingwei

homeDirectory: /home/xuyingwei

objectClass: account

objectClass: posixAccount
objectClass: shadowAccount

objectClass: top
1o: cn=|dapmanager, dc=4

shadowMax: 99999

f uidNumber : 200101
juid: xuyingwei

gidNumber: 200102

-

-2

o

i». com. cn

-

o

'», dc=com, dc=cn

', dec=com, dc=cn
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NR : B EE

M{a]3CE : ( SudoersInformation )

J SUDOers, ‘i ». com. cn

dn: ou=SUDQers, dc=tmm5 w'm, dc=com, dc=cn
objectClass: top

objectClass: organizationalUnit

ou: SUDOers

l defaults, SUDOers, wmmiiimg com. cn

dn: cn=defaults, ou=SUDOers, dc=tmmSSmpm='s, dc=com, dc=cn
cn: defaults
sudoOption:
sudoOption:
sudoOption:
sudoOption:
sudoOption:
sudoOption: !syslog

sudoOption: timestamp_timeout=10
objectClass: top

objectClass: sudoRole
description: DefaultsudoOption's

ignore_dot

Imail_no_user

!root_sudo

log_host
logfile=/var/log/sudolog

GOPS20l6e iz K- EiBuh

B %dev, SUDOers, ‘mmmiifsimmgminie. com. cn

dn: cn=%dev,ou=SUDOers,dé=’ S5

cn: %dev

\objectCIass: sudoRole

objectClass: top

sudoUser: %dev

sudoCommand: /bin/su — yanfa_ro
sudoHost: ALL

B %ops, SUDOers, ammiii
cn: %ops

objectClass: sudoRole
objectClass: top

i sudoUser : %ops
| sudoCommand: /bin/su — |bs

sudoCommand: /bin/su — padm

 sudoHost: ALL

pmw'e, dc=com, dc=cn

. com. cn

dn: cn=%ops,ou=SUDOers,dé=‘ o s, dc=com, dc=cn
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ATHIREL  DHEE

Slave:

1Ll

ireplogfile /var/|ib/ldap/openldap-master-replog " Rep | icas of this database
ireplica host=|dap—1. example. com:389 starttls=critical

o8 host®ldap. exanple. oom: 309 dreplogfile /var/lib/|dap/open|dap—master—-replog
authc|d=host/ | dap-master. examp |e. com@EXAMPLE. COM dreplica host=|dap—1. example. com:389 starttls=critical
replogfile /var/lib/Idap/replog ' bindmethod=sas| sas|mech=GSSAPI
D0 : authcld=host/|dap-master. examp|e. com@EXAMPLE. COM

binddn="cn=lg ’, b =, dc=com, dc=cn" . .
credentials=agm Pumanagan "replogfl le /var/| lb/ldap/replog
b i ndmethod=ssimm!

host="teimAfmirs l!dap. ops.4d . cn => @8

binddn="cn= el , do=tamish », do=com, do=cn” updatedn "cn=ls . dc=tmaddiasmises, dc=com, dc=cn"
credentials=;

b ndme thod= il Modateref |daps://|dap. ops. taaffiamuiss. com. cn:636

cre

_maaa oo

host=00w08

binddn="cn= ldonmenanes il i dc=com, dc=cn"
credential s=mmigls

bindmethod=gi
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ATHIREL  DHEE

e Slurpd. replog

replica: @i
ireplica:
replica:
replica: ¢
replica: f !

time: 1472541601

dn: uid=hainhussiang, ou=Peop | e, dc=tmadiSimamints, dc=com, dc=cn
changetype: modify

replace: userPassword

userPassword:: e1NTSEF9S21EYXBHUk | FMG1tQzVDUnZuSFFuY20wY1diZFZDbDE=

PO

replace: entryCSN

lentryCSN: 20160830072001Z00000100::000000

replace: modifiersName

modifiersName: cn=la'm g, dc=tmmifgeinie, dc=com, dc=cn
replace: modifyTimestamp

modifyTimestamp: 20160830072001Z

GOPS20l6ekizf K< - Eiguh Ggl:f%gge




SEAR o5 o P
HOTHIREE | TEEE
o INE (BRESST | BERImSIRSIRAVERT )
IERHEIWESRERINERZES ;
IRSZE8IHEA ( port : 389 —> 636)

. EPHER

~

TLSCipherSuite HIGH:MEDIUM:+SSLv2

TLSCACertificateFile /etc/openldap/cacerts/cacert. pem
TLSCertificateFile /etc/openldap/cacerts/server. cert
TLSCertificateKeyFile /etc/openldap/cacerts/server. key

TLSVerifyCl ient never
ss| start_tls
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RRHIMREL | TEE[E

- BHESEAR ( OpenLDAPRAERSH; )
. ETPAMAELR

«  /etc/pam.d/sshd, S4B REBUREOLZEISIRZ G , SHZFEP#HT
LockiZ{E , B8]9600FD

« auth required pam_tally.so onerr=fail deny=5
unlock_time=600
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BIRREE © BRSSHEHS

+  FEOpenLDAPRSBHIEXS T FE0IF M

« 18T nss_initgroups_ignoreusers f=2RAIEN ;

« # /etc/Idap.conf

« nss_initgroups_ignoreusers
root,Idap,named,avahi,haldaemon,tomcat,lbs,nagios,nginx,yanfa_
ro,zjxl_ops,oracle,sshd

%
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SREMET | IPAKSE

m | 17]

Az 55 ==HYBR Y

BRY : MIBHERNAFEE

W R ERIER
&=k : ldapns.schema ;
fCE : Host : HostName ;

BoE : pam_check_host_attr 1 pam_filter .

nss_base_<map>
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SIRHERNERE | W PAKSETIRS=:AIPRE

ACH /etc/ldap.conf X{f, #%® pam_check_host_attr yes, Z 1L T#]: -

m | 17]

# ¢at /etc/ldap.conf -

host 10.65.6.232 -
base.dc=example,dc=com -
ssl no -

| pam. check_host_attr yes -

TEHERANHAAARENEEERE T -

# ldapseargh. -x -LLL uid=testat1l -

do: uid=testatl,ou=People,dc=example,dc=com -
uid: testatl -

cn: testatl -

ohjectClass: accountj -

ohjectClass: posixAccount -

ohjectClass: top -

logioShell: /bin/bash -

uidNumber: 27651 -

gidNumber: 27651 -

| host: host214.test.example.com -
e1NTSEF9dy9iTWINSVRCOE9pdIA2THdiIRDF4UUShRMOrZWVXL2c= -
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\Q\OPSERERAM o X Q PAHL v LDAPFERN
LDAPE"
sm/ mPaEE |
LDAPRFAER
i) LDAPESEN LDAPEH3"
O APEEh APED — @t
) na 200105 Network Administrator
hadoop 200104
~ doa 200103 BEBRBAER"
) s ops 200102
ops 200101
7 dev 200100
BPE"
Page 1 of 1 0 ¢ View 1-60f6
HEMNBFA s
HER"
& Q
O BPE RPID RBPED BPRE emall B AERE " EHREA i
0 PR 2016.08-30 15:1957  add success - email®
0 — 2016-08-24 13:5063  modify success v
0 2016-08-19 10:06:26  del success v
N 2016.08-11 11:38:58  modify success s
Conmeue— —— S 2016-08-11 11:35:17  modify success iz ot &
7 testot 200321 200105 ALK S fest01 @ainminmanay  2016-08-11 11:2538  modify success B
| et—i——c i ’ 2016-08-10 13:5003  modify success -
- 2016.08-10 10:46:31  del success v
7 testot 200321 200100 AAKS test0 GuNSN——S.  2016-08-00 16:46:07  add success v
20160600 101410 add owcoss
Page 1 of7 » " 10 B View 1-10 of 62
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K BEE

N

[T

d]ul

| 1

S EREIWEBRREIFAML WEB Server: Django + Python
FIMySQLH , PythonScripti@id
APEREVRIFEK |, FEXE!

OpenLDAP ServeriJEB , F5#
{FEESIRELEAPL, FHEALE e

MySQUE. 2

DB Server: MySQL

APl Server : Python API
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KR e
1 1
e 1T T LT
NOTE :

SERVICE : nscd or nslcd
PKG:  nss_ldap or nss-pam-ldapd

FILE: /etc/sudo-ldap.conf or /etc/sudoers ?&
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- 1. WSEEGE|
- WSEEEE  8FEMAFID. AFKS. AFER. OUKS
( OpenLDAPLIOURSE , RO HBHEESR]) . OU_IDE ;
- NREEEE : iRBERAFTIRERARE , EXENFABRIOUXTIL

sudoertlfRAR , FHERENAIR, MBS INR REEEHER
BUPRSZEE FisudoersEBEEHITEN. ;

%

GOPS20l6& Kz K= LiBuh GOPS2016

Shanghai



- 2. BERUYBME
- JANIERIIRS ERumIHITIOIE ;
o FMEIZESCW : —FSZMAIZRYS , SCIIZIDCZ BNEURREIE ;

RSB EHEE - W FHERSIHITRIEEN |, BERXIFZIE,
M, AR OpenlLDAPRRSZHIBIES ;
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- 3. Z2EELH
- REENNME : fFHopenssINENSMHINIEIEHITING | (RENERE
=S ;
- EBRINES - LTIWEFEEERNEEHTRS  FTFEEEE
BALERIERE | BN EBEMURETRS , RIRHIZMEREN ;
- 1RINIEE - BPUIBEI N AKSERIRSES | FHERsudoA BEFHITIR
N, BEHMTEESERE ;

%
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- 4. SHER
. WEBTEETE : BHRIFRE , BN TR
+ SaltZHEERE | LIRMENER | AN AR ;
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