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Foreword

1SO (the International Organization for
Standardization) and IEC (the International
Electrotechnical Commission) form the specialized
system for worldwide standardization. National bodies
that are members of ISO or IEC participate in the
development of International Standards through
technical committees established by the respective
organization to deal with particular fields of technical
activity. 1SO and IEC technical committees collaborate
in fields of mutual interest. Other international
organizations, governmental and non-governmental, in
liaison with I1SO and IEC, also take part in the work. In
the field of information technology, 1SO and IEC have
established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with
the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to
prepare International Standards. Draft International
Standards adopted by the joint technical committee are
circulated to national bodies for voting. Publication as
an International Standard requires approval by at least
75 % of the national bodies casting a vote.

Attention is drawn to the possibility that some of the
elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for
identifying any or all such patent rights.

ISO/IEC 20000-1 was prepared by Joint Technical
Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 7, Software and systems engineering.
This second edition cancels and replaces the first
edition (ISO/IEC 20000-1:2005), which has been
technically revised. The main differences are as
follows:

——closer alignment to 1ISO 9001;
——closer alignment to ISO/IEC 27001,

——change of terminology to reflect international
usage;

——addition of many more definitions, updates to
some definitions and removal of two definitions;

——introduction of the term “service management

system”;
——combining Clauses 3 and 4 of ISO/IEC
20000-1:2005 to put all management system

requirements into one clause;

——clarification of the requirements for the

governance of processes operated by other parties;

——clarification of the requirements for defining the
scope of the SMS;

——clarification that the PDCA methodology applies
to the SMS, including the service management
processes, and the services;

——introduction of new requirements for the design
and transition of new or changed services.

ISO/IEC 20000 consists of the following parts, under

©ISO/IEC 2011-All rights reserved
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the general title Information technology — Service
management:
——Part 1: Service management system requirements

——Part 2: Guidance on the application of service
management systemst)

——Part 3: Guidance on scope definition and
applicability of ISO/IEC 20000-1 [Technical Report]

——Part 4: Process reference model [Technical
Report]

——Part 5: Exemplar implementation plan for ISO/IEC
20000-1 [Technical Report]

A process assessment model for service management
will form the subject of a future Part 8.

'BIISHAR ( X4 ISO/IEC20000-2 RIRAIET ) .
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Introduction

The requirements in this part of ISO/IEC 20000 include
the design, transition, delivery and improvement of
services that fulfil service requirements and provide
value for both the customer and the service provider.
This part of ISO/IEC 20000 requires an integrated
process approach when the service provider plans,
establishes, implements, operates, monitors, reviews,
maintains and improves a service management system
(SMS).

Co-ordinated integration and implementation of an
SMS provides ongoing control and opportunities for
continual improvement, greater effectiveness and
efficiency. The operation of processes as specified in
this part of ISO/IEC 20000 requires personnel to be
well organized and co-ordinated. Appropriate tools can
be used to enable the processes to be effective and
efficient.

The most effective service providers consider the
impact on the SMS through all stages of the service
lifecycle, from strategy through design, transition and
operation, including continual improvement.

This part of ISO/IEC 20000 requires the application of
the methodology known as “Plan-Do-Check-Act”

(PDCA) to all parts of the SMS and the services. The
PDCA methodology, as applied in this part of ISO/IEC
20000, can be briefly described as follows.

Plan: establishing, documenting and agreeing the SMS.
The SMS includes the policies, objectives, plans and
processes to fulfil the service requirements.

Do: implementing and operating the SMS for the
design, transition, delivery and improvement of the
services.

Check: monitoring, measuring and reviewing the SMS
and the services against the policies, objectives, plans
and service requirements and reporting the results.

Act: taking actions to continually improve performance
of the SMS and the services.

When used within an SMS, the following are the most
important aspects of an integrated process approach and
the PDCA methodology:

a) understanding and fulfilling the service requirements
to achieve customer satisfaction;

b) establishing the policy and objectives for service
management;

c) designing and delivering services based on the SMS
that add value for the customer;

d) monitoring, measuring and reviewing performance
of the SMS and the services;

e) continually improving the SMS and the services
based on objective measurements.

Figure 1 illustrates how the PDCA methodology can be
applied to the SMS, including the service management
processes specified in Clauses 5 to 9, and the services.
Each element of the PDCA methodology is a vital part
of a successful implementation of an SMS. The

©ISO/IEC 2011-All rights reserved
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improvement process used in this part of ISO/IEC
20000 is based on the PDCA methodology.

Figure 1 — PDCA methodology applied to service
management

This part of ISO/IEC 20000 enables a service provider
to integrate its SMS with other management systems in
the service provider's organization. The adoption of an
integrated process approach and the PDCA
methodology enables the service provider to align or
fully integrate multiple management system standards.

For example, an SMS can be integrated with a quality
management system based on 1SO 9001 or an
information security management system based on
ISO/IEC 27001.

ISO/IEC 20000 is intentionally independent of specific
guidance. The service provider can use a combination
of generally accepted guidance and its own experience.

Users of an International Standard are responsible for
its correct application. An International Standard does
not purport to include all necessary statutory and
regulatory requirements and contractual obligations of
the service provider. Conformity to an International
Standard does not of itself confer immunity from
statutory and regulatory requirements.

For the purposes of research on service management
standards, users are encouraged to share their views on
ISO/IEC 20000-1 and their priorities for changes to the
rest of the ISO/IEC 20000 series. Click on the link
below to take part in the online survey.

1ISO/IEC 20000-1 online survey
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Figure 1 — PDCA methodology applied to service management
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1 Scope
1.1 General

This part of ISO/IEC 20000 is a service management
system (SMS) standard. It specifies requirements for the
service provider to plan, establish, implement, operate,
monitor, review, maintain and improve an SMS. The
requirements include the design, transition, delivery and
improvement of services to fulfil service requirements.

This part of ISO/IEC 20000 can be used by:

a) an organization seeking services from service
providers and requiring assurance that their service
requirements will be fulfilled;

b) an organization that requires a consistent approach by
all its service providers, including those in a supply
chain;

¢) a service provider that intends to demonstrate its
capability for the design, transition, delivery and
improvement of services that fulfil service requirements;

d) a service provider to monitor, measure and review its
service management processes and services;

e) a service provider to improve the design, transition
and delivery of services through effective
implementation and operation of an SMS;

f) an assessor or auditor as the criteria for a conformity
assessment of a service provider's SMS to the
requirements in this part of ISO/IEC 20000.

Figure 2 illustrates an SMS, including the service
management processes. The service management
processes and the relationships between the processes
can be implemented in different ways by different
service providers. The nature of the relationship
between a service provider and the customer will
influence how the service management processes are
implemented.

1.2 Application

All requirements in this part of ISO/IEC 20000 are
generic and are intended to be applicable to all service
providers, regardless of type, size and the nature of the
services delivered. Exclusion of any of the requirements
in Clauses 4 to 9 is not acceptable when a service
provider claims conformity to this part of ISO/IEC
20000, irrespective of the nature of the service
provider's organization.

Conformity to the requirements in Clause 4 can only be
demonstrated by a service provider showing evidence of
fulfilling all of the requirements in Clause 4. A service
provider cannot rely on evidence of the governance of
processes operated by other parties for the requirements
in Clause 4.

Conformity to the requirements in Clauses 5 to 9 can be
demonstrated by the service provider showing evidence
of fulfilling all requirements. Alternatively, the service
provider can show evidence of fulfilling the majority of
the requirements themselves and evidence of the
governance of processes operated by other parties for
those processes, or parts of processes, that the service
provider does not operate directly.

O©ISO/TEC 2011-All rights reserved
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The scope of this part of ISO/IEC 20000 excludes the
specification for a product or tool. However,
organizations can use this part of ISO/IEC 20000 to help
them develop products or tools that support the
operation of an SMS.

NOTE ISO/IEC TR 20000-3 provides guidance on
scope definition and applicability of this part of
ISO/IEC 20000.This includes further explanation about
the governance of processes operated by other parties.

Figure 2 — Service management system
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2 S| FHtRHE Normative references

VARSI BRI XS T A AR R ART DAY,
X35 BEIFRERIS | RS | (45 | BEURRAIE .
X3 TiRE BERERIS A | #5 | ASXHRYERHT
WA (BREEEIET ) ER.

XEREG5 | BinEXR. AR ESEAZETNNA
THREZFEEISO/IEC 20000-21 (EEEAKN —
gﬂﬁ;%%ﬁ — SB28B5y RSB ETRRRMN ISR ) (R
ﬂ-_ o

2 Normative references

The following referenced documents are indispensable for
the application of this document. For dated references, only
the edition cited applies. For undated references, the latest
edition of the referenced document (including any
amendments) applies.

No normative references are cited. This clause is included
in order to ensure clause numbering is identical with
ISO/IEC 20000-2:—, Information technology — Service
management — Part 2: Guidance on the application of
service management systems.

3 RiEFIEN Terms and definitions
THAREBIE M IEBTF A

3.1 sJRt% availability

EMERZEAERERA |, BESRZHITERX
ThRERYRES

i BEMEE A —RANENAIE S TR, 1%t
BB E TR 2 IRE A HI B 2 FEAT IR
WEBIREATE

3.2 EgEE%Z configuration baseline

RS EARS BRI EmERT , E—iERHIE
EENEERER

Z 1 HERA, WX ER IR
TERE T S EIHE TS S

T2 24EE ISO/IEC/IEEE 24765:.2010
3.3 BE&IR configuration item ( CI)
AT 3 IE S TR SS T e hIR R

34 Bt B EHE M B E configuration
management database ( CMDB )

ATFicREENEEHEBEIENREENZBXR
AUFhEEEE

3.5 #58EH continual improvement
1R EARSS T REEDRYIBIR Sz

M M 1SO 9000:2005

3.6 ¢YIEHEHE corrective action

7BRE ARG S S E M AHRE BRI REEL
PREES R AR REMEATRERIETE

2 KA ISO 9000:2005

3 Terms and definitions

For the purposes of this document, the following terms and
definitions apply.

3.1 availability

ability of a service or service component to perform its
required function at an agreed instant or over an agreed
period of time

NOTE Availability is normally expressed as a ratio or
percentage of the time that the service or service component
is actually available for use by the customer to the agreed
time that the service should be available.

3.2 configuration baseline

configuration information formally designated at a specific
time during a service or service component's life

NOTE 1 Configuration baselines, plus approved changes
from those baselines, constitute the current configuration
information.

NOTE 2 Adapted from ISO/IEC/IEEE 24765:2010.
3.3 configuration item
Cl

element that needs to be controlled in order to deliver a
service or services

3.4 configuration management database
CMDB

data store used to record attributes of configuration items,
and the relationships between configuration items,
throughout their lifecycle

3.5 continual improvement

recurring activity to increase the ability to fulfil service
requirements

NOTE Adapted from 1SO 9000:2005.
3.6 corrective action

action to eliminate the cause or reduce the likelihood of
recurrence of a detected nonconformity or other undesirable
situation

! ISO/IEC 20000-2 &5 KA -
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3.7 ER customer
IR S Z IARSHYB AR ERNI—ERD
F 1 EF ARSI HIE5E S SR
M2 HhmE ISO 9000:2005

3.8 X% document
FENREFEIIEA [1ISO 9000:2005]

P BRER, THR, RIERER. R, IRSSK
T, BRE. R

i 1 XL TS R A T

M2 FEISO/MEC 20000 7, fRiERS; , X1
RGBT iZA )

3.9 Bl effectiveness

HHRIBENHREIMATERE | AR RIS RAGAR
FRE[ISO 9000:2005]

3.10 ¥ incident

THRIGMYIRS R | IRSRE FHESIAR IR
A9EE7S ( Event)

3.11 {§8%&£ information security
(RIFERRAIWEME. SSEMFREEMSE

1M, BB EEESLY, ATREE
227 T E

E 2 TEMRERAEXNEX, BHE
ISO/IEC20000-1 FIfFME—TNEEXATE , BF
FIEEZEHIENTES.

M3 HhmE ISO/IEC 27000:2009

312 R &£ % information security
incident

—MERREFMHPENH—RIIBNETHEIME
BZeRBHA , BIEERSWSIEERRIME
EREMRARIATEEMEISO/IEC 27000:2009]
3.13 X% interested party

SRS REEFNNWSEAHBFIRENTA
13 [N

0 BRP., FrgE. EEE. RSBAPHNRT.
WA, R17. TREETEKEE,

1 — NI T —NARE R A0 2 E N
L.

22 BwE 1SO 9000:2005

NOTE Adapted from ISO 9000:2005.
3.7 customer

organization or part of an organization that receives a
service or services

NOTE 1 A customer can be internal or external to the
service provider's organization.

NOTE 2 Adapted from ISO 9000:2005.
3.8 document
information and its supporting medium [1SO 9000:2005]

EXAMPLES Policies, plans, process descriptions,
procedures, service level agreements, contracts or records.

NOTE 1 The documentation can be in any form or type of
medium.

NOTE 2 In ISO/IEC 20000, documents, except for records,
state the intent to be achieved.

3.9 effectiveness

extent to which planned activities are realized and planned
results achieved [ISO 9000:2005]

3.10 incident

Incident unplanned interruption to a service, a reduction in
the quality of a service or an event that has not yet impacted
the service to the customer

3.11 information security

preservation of confidentiality, integrity and accessibility of
information

NOTE 1 In addition, other properties such as authenticity,
accountability, non-repudiation and reliability can also be
involved.

NOTE 2 The term “availability” has not been used in this
definition because it is a defined term in this part of
ISO/IEC 20000 which would not be appropriate for this
definition.

NOTE 3 Adapted from ISO/IEC 27000:2009.
3.12 information security incident

single or a series of unwanted or unexpected information
security events that have a significant probability of
compromising business operations and threatening
information security [ISO/IEC 27000:2009]

3.13 interested party

person or group having a specific interest in the
performance or success of the service provider's activity or
activities

EXAMPLES Customers, owners, management, people in
the service provider's organization, suppliers, bankers,
unions or partners.

NOTE 1 A group can comprise an organization, a part
thereof, or more than one organization.

NOTE 2 Adapted from ISO 9000:2005.
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3.14 BIERAIBA internal group
RSFRHEBARAN—EPD  HSRFEHEEED
W, HESS5FRSSRSAENRIT. Bk,
fFF08uAA

,;% PIEBEIN BHEREHEHEE T SMS SEELZSMHIH

3.15 EH&i= known error

— B I R R R R @ AR R TS PR
iHFRXIARSS SRR

3.16 A& nonconformity

R BEK

[ISO 9000:2005]

3.17 #H4A organization

BRER. NRFIMEEXRBRILHN—EBARKIRNE

o 2F], &R BT, e, AR,

‘EIE, RER. HEs LR BRI DERES.
F 1 ZHEEEEFHT

iF 2 ARAUEL BRI BRI

[ISO 9000:2005]

3.18 THph#ENE preventive action

JBE R R TEA T SRR TE AR IE Y
[REEFHEEES &K ERIRT R AT RERAYETE

M A 1SO 9000:2005
3.19 [@&%E problem
— RSN EHRIRSNRE

i IR EH R SRR — Ve
18], 1RARIELE AT

3.20 2R procedure

P TR I ENEIIIZFTAERTIRER

[ISO 9000:2005]

ZFESFRLAEXAE , (BETLATIEEX A,

3.21 iFIE/iR#E process
ﬂ;ﬂg}ﬁ)\i’é{%?ﬂiﬁtﬂH’\J*EE%E%E'\JEWEEL{’EFEE’\J—ZH

[ISO 9000:2005]

3.22 ig#® record

I BRRTE S RIS SRR R SR B s AR S 4
[ISO 9000:2005]

%_\% D HIHRE. FHRE. HIICRSE2WE

3.23 &%5 release

(RSN EBESR | BRI

3.14 internal group

part of the service provider's organization that enters into a
documented agreement with the service provider to
contribute to the design, transition, delivery and
improvement of a service or services

NOTE The internal group is outside the scope of the service
provider's SMS.

3.15 known error

problem that has an identified root cause or a method of
reducing or eliminating its impact on a service by working
around it

3.16 nonconformity
non-fulfilment of a requirement
3.17 organization

group of people and facilities with an arrangement of
responsibilities, authorities and relationships

EXAMPLES Company, corporation, firm, enterprise,
institution, charity, sole trader, association, or parts or
combination thereof.

NOTE 1 The arrangement is generally orderly.
NOTE 2 An organization can be public or private.
[1SO 9000:2005]

3.18 preventive action

action to avoid or eliminate the causes or reduce the
likelihood of occurrence of a potential nonconformity or
other potential undesirable situation

NOTE Adapted from ISO 9000:2005.
3.19 problem
root cause of one or more incidents

NOTE The root cause is not usually known at the time a
problem record is created and the problem management
process is responsible for further investigation.

3.20 procedure

specified way to carry out an activity or a process [ISO
9000:2005]

NOTE Procedures can be documented or not.
3.21 process

set of interrelated or interacting activities which transforms
inputs into outputs [1SO 9000:2005]

3.22 record

document stating results achieved or providing evidence of
activities performed [ISO 9000:2005]

EXAMPLES Audit reports, incident reports, training
records or minutes of meetings.

3.23 release

collection of one or more new or changed configuration
items deployed into the live environment as a result of one
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— S SR BRI B TR S
3.24 FHFK request for change
Y—IuARSS. ARSSEMEIRS EIRRRATHEEERY

=%

i - — RS B E G R I RS B — I
TEEHIRE.

3.25 B&E risk

X B REEAYRE

1 BgaTmE R - IEEAGH] / B EH
A2 BB E (. BETE
LR EERT ) |, FME TR (A6,
BREAE. ITH. FEEANTEE )

/‘% 3 Mg EEEEEEM. FRE_EFEEANF
l

E4  EEFH—TFEHIER ( iR ) 7]
XIRTHG A DT BE X — &I S Fe e

[ISO 31000:2009]

3.26 fgsS service

ATEREFHENER  MEEFRHNEN—
Mo

F1 . REEEET

E2 - —IRE AL RS e S IR E.
BREIA B0 B R B A BRI AT

3.27 R348 service component
ARSSHIE—ETT |, iZBITTSEMMEBETTSHITERM

— RIS

B B, TR, NA. XE BGR. E
TEESTIFAIBRSS.

i IREEHATAEIE— 1B E T ER

3.28 PRZELEME service continuity

XX LA RT BEXS —INE S AR S5 - = BN S
gﬂﬁ%@ﬁ@ﬁét , AMELARERIKTHFERIR AR

329 PR 5 & B i W service level
agreement(SLA)
IRSIREEFIRF Z BEERY . BLUCREEE
HRSFIIRS Bin

1 RERENHK B RS S S,
BRI B BRI S Z [ E

E2  RERFINK AT EIEHE—1 SR FRR
G BEIIKF

or more changes
3.24 request for change

proposal for a change to be made to a service, service
component or the service management system

NOTE A change to a service includes the provision of a
new service or the removal of a service which is no longer
required.

3.25 risk
effect of uncertainty on objectives

NOTE 1 An effect is a deviation from the expected —
positive and/or negative.

NOTE 2 Objectives can have different aspects (such as
financial, health and safety, and environmental goals) and
can apply at different levels (such as strategic,
organization-wide, project, product and process).

NOTE 3 Risk is often characterized by reference to
potential events and consequences, or a combination of
these.

NOTE 4 Risk is often expressed in terms of a combination
of the consequences of an event (including changes in
circumstances) and the associated likelihood of occurrence.

[1SO 31000:2009]
3.26 service

means of delivering value for the customer by facilitating
results the customer wants to achieve

NOTE 1 Service is generally intangible.

NOTE 2 A service can also be delivered to the service
provider by a supplier, an internal group or a customer
acting as a supplier.

3.27 service component

single unit of a service that when combined with other units
will deliver a complete service

EXAMPLES Hardware, software, tools, applications,
documentation, information, processes or supporting
services.

NOTE A service component can consist of one or more
configuration items.

3.28 service continuity

capability to manage risks and events that could have
serious impact on a service or services in order to
continually deliver services at agreed levels

3.29 service level agreement
SLA

documented agreement between the service provider and
customer that identifies services and service targets

NOTE 1 A service level agreement can also be established
between the service provider and a supplier, an internal
group or a customer acting as a supplier.

NOTE 2 A service level agreement can be included in a
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3.30 fRZEIE service management
—Z&SIRIEENINTRE | BLUESA T HIIRSIR(ItE

Rit, B RAFBIHRSAENTIEIR , LI
BARS TR

331 RS EEHE service management
system(SMS)

IESHEHRS RHE RS EIEENRIEERERR

Z 1. [REETRREH—F I T NI
TCELAR , AR IR A HEH LI B

E 2 REEBRREER TR R L
1TFIZCH RS R#/E ISO/IEC 20000-1 ZRTEZE
HIRE ETERME , By, 114, 19FE. XAHIZR

3 HwE ISO 9000:2005 [FHEEFEAER" £
EX

3.32 [RSZRIHE service provider

—PMAREERRN—ED , AREEEGRI—]
B EIURMERFRIIRSS

i EFRLUEIRE R E RIS AR

3.33 PRS3iBK service request
FFER. 8. RSAHRSFEINEERTERK
3.34 R253K service requirement

OIERE RAERERNAP RS ERENE
K, URIRSSRGEES

3.35 {#RiE supplier
RS R E 2 INERERERI—E s , HS5RS

RHESENN , RS SRRSHIRS RENR
T BRHR. ASFISGEF

/‘g /%_ B BRI EE |, (BI85

3.36 5SEE top management
ESHERIRSIRIEINSEARSEBA
M EE ISO 9000:2005

3.37 i transition
ﬁ—lﬁﬁﬁﬂgﬁiﬁﬁﬂ’ﬂﬂﬁ%@)\ﬁﬁgtHEFiT\i%E’\JiE

contract or another type of documented agreement.
3.30 service management

set of capabilities and processes to direct and control the
service provider's activities and resources for the design,
transition, delivery and improvement of services to fulfil
the service requirements

3.31 service management system
SMS

management system to direct and control the service
management activities of the service provider

NOTE 1 A management system is a set of interrelated or
interacting elements to establish policy and objectives and
to achieve those objectives.

NOTE 2 The SMS includes all service management
policies, objectives, plans, processes, documentation and
resources required for the design, transition, delivery and
improvement of services and to fulfil the requirements in
this part of ISO/IEC 20000.

NOTE 3 Adapted from the definition of “quality
management system” in SO 9000:2005.

3.32 service provider

organization or part of an organization that manages and
delivers a service or services to the customer

NOTE A customer can be internal or external to the service
provider's organization.

3.33 service request

request for information, advice, access to a service or a
pre-approved change

3.34 service requirement

needs of the customer and the users of the service,
including service level requirements, and the needs of the
service provider

3.35 supplier

organization or part of an organization that is external to the
service provider's organization and enters into a contract
with the service provider to contribute to the design,
transition, delivery and improvement of a service or
services or processes

NOTE Suppliers include designated lead suppliers but not
their sub-contracted suppliers.

3.36 top management

person or group of people who direct and control the
service provider at the highest level

NOTE Adapted from ISO 9000:2005.
3.37 transition

activities involved in moving a new or changed service to
or from the live environment.
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4 REEBEMBESER Service management
system general requirements

4.1 EIBEIE Management responsibility

4.1.1 E12iKiE Management commitment

SEENBELITE , REA. #857, L,

BT, iR, BT 4EHPRI0H SMS SRS s

AR : ~

a) BMALSERSEEIGEE. BERAET ;

b) FRARSSEIRITAREIE, SCHEfN4Er , Lig
fERRSSETRECR. SCHURSS B BRI

A

¢) BERERSHEROEEY |

d) BEREAEINERNERANSHEERN |

e) MRFFAMEM,

f) EAERR AR TE T

HERAIRSS ORI TR BT,

4.1.2 [REZEMEHBIER Service management policy

B E AR SRR

a) BARSREAENET

b) SIERERSTRIAE ;

C) EIFEREEREER 4.5.5.1 HUREAGHECER L
27t SMS FIIRSS AR A |

) SRR RS B B Ao

) WGk , FHEEIR TR ;

) HEBUSERER.

4.1.3 {F, BRHEFMGE Authority, responsibility
and communication

EEERTR - ‘
a) HRZSEIRMONURIRIEN e SR ;
b) SRR AISEIE.

4.1.4 EEEMNE Management representative

BEENAH—REEAR , FiEESEOR
O, REL TR
a) PRNGI. ICRBERE ERIET ;
b) SERFIERE , LIRSS oAk
SEEH AR TR, SRR
R IR SIS SMS EHBERINHTES ;
R TR IRS AT (EEIT AN ) B
ERAMERARN SR ;

o) EBERRS SMS MRSHH TSR

Z= o

<)
d)

4 Service management system general requirements

4.1 Management responsibility

4.1.1 Management commitment

Top management shall provide evidence of its commitment
to planning, establishing, implementing, operating,
monitoring, reviewing, maintaining, and improving the
SMS and the services by:

a) establishing and communicating the scope, policy and
objectives for service management;

b) ensuring that the service management plan is created,
implemented and maintained in order to adhere to the
policy, achieve the objectives for service management and
fulfil the service requirements;

¢) communicating the importance of fulfilling service
requirements;

d) communicating the importance of fulfilling statutory and
regulatory requirements and contractual obligations;

e) ensuring the provision of resources;

f) conducting management reviews at planned intervals;

g) ensuring that risks to services are assessed and managed.
4.1.2 Service management policy

Top management shall ensure that the service management
policy:

a) is appropriate to the purpose of the service provider;

b) includes a commitment to fulfil service requirements;

c) includes a commitment to continually improve the
effectiveness of the SMS and the services through the
policy on continual improvement in Clause 4.5.5.1;

d) provides a framework for establishing and reviewing
service management objectives;

e) is communicated and understood by the service
provider's personnel,

f) is reviewed for continuing suitability.

4.1.3 Authority, responsibility and communication

Top management shall ensure that:

a) service management authorities and responsibilities are
defined and maintained;

b) documented procedures for communication are
established and implemented.

4.1.4 Management representative

Top management shall appoint a member of the service
provider's management who, irrespective of other
responsibilities, has the authorities and responsibilities that
include:

a) ensuring that activities are performed to identify,
document and fulfil service requirements;

b) assigning authorities and responsibilities for ensuring
that service management processes are designed,
implemented and improved in accordance with the policy
and objectives for service management;

¢) ensuring that service management processes are
integrated with the other components of the SMS;

d) ensuring that assets, including licences, used to deliver
services are managed according to statutory and regulatory
requirements and contractual obligations;

e) reporting to top management on the performance and
opportunities for improvement to the SMS and the services.

42 YEHMMAXSFMEEZSEMNEE

Governance of processes operated by other parties

SIF SRS -OFFHIAMITTE IR IREERIARIFRLL
R EEX S e B AR e g2, it
FEEITRER AN, e R,
RS R E BT N B BT GRS e
EORRHEE -

a) RPTEMNRLRE  FHREEKREXTE

4.2 Governance of processes operated by other parties

For the processes in Clauses 5 to 9, the service provider
shall identify all processes, or parts of processes, which are
operated by other parties. Other parties can be an internal
group, a customer or a supplier. The service provider shall
demonstrate governance of processes operated by other
parties by:

a) demonstrating accountability for the processes and
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EILFEAIF ;
b) EHITENEXANRSRSEMTENEO ;
C) HEIEAHI TR RS RAEEE

/RI

d) & %Ju'*zESZ RS RIFMASER. ﬁ{ﬁﬁiﬁiﬂﬁ
DIIFERT | ARSS R %ﬁl_l_ﬁjim@%ﬁiﬁ
E‘%IE@EF_\T%L S EBRIRAE = PRI TERD
TERY | RSSIRME MBI IRSRAIE I%mfzg
EAEBEIAIZ= .

A2 : ISO/IEC TR 20000-3#(R 7XIFISO/IEC
20000-1% FEERGENX HIEEILHTTS, X

TXTRAEH T S EIT PRI E 7RI —EHERE,

authority to require adherence to the processes;

b) controlling the definition of the processes, and interfaces
to other processes;

c) determining process performance and compliance with
process requirements;

d) controlling the planning and prioritizing of process
improvements. When a supplier is operating parts of the
processes, the service provider shall manage the supplier
through the supplier management process. When an internal
group or a customer is operating parts of the processes, the
service provider shall manage the internal group or the
customer through the service level management process.

NOTE ISO/IEC TR 20000-3 provides guidance on scope

definition and applicability of this part of ISO/IEC 20000.
This includes further explanation about the governance of
processes operated by other parties.

4.3 XHE’ Documentation management

4.3.1 BN MY Establish and maintain
documents

ARSSIRME NSNS (BIEICR ) |, LA
%X}‘SMS PHTEEOE. TR, SCHRIE

a) MHURIRSESEBERIIER ;

b) SHURIRSEERITR ;

C) AMRERTERNSRIESHRISRREFTR ;
d) MHURRSER

e) SHELAISLA ;

f) XHURIRSEERRE ;

9) AMRERTERISHZFFNCSR |

h) BRSIEEEINDIHBRSMSERUZITHIIRS L
(TR EATEM Y (RREIRSE ) .

4.3 Documentation management
4.3.1 Establish and maintain documents

The service provider shall establish and maintain
documents, including records, to ensure effective planning,
operation and control of the SMS. These documents shall
include:

a) documented policy and objectives for service
management;

b) documented service management plan;

¢) documented policies and plans created for specific
processes as required by this part of ISO/IEC 20000;

d) documented catalogue of services;
e) documented SLAs;
f) documented service management processes;

g) documented procedures and records required by this part
of ISO/IEC 20000;

h) additional documents, including those of external origin,
determined by the service provider as necessary to ensure
effective operation of the SMS and delivery of the services.

4.3.2 {4rY4# Control of documents

SMSFREREISIIER#EES]. IEREBFFEXREAIN
(B RIKERA. 3. 35T T,

REESLSAHERIRER: ( BFEIAIFNERES
VUil

a) fEkfoRl, SUEANRLAESH

b) SHEXIZEEXTHIVEIEERIXMY ;

c) FERSRIBFILEF S

d) HRRXARIESFLRIRNSITIASEENRA ;
e) HRRERXMHRIERIRAEERIIAIRG |
f) RSB, ZTRA

g) WRIMEXMHERRBIFERE DK ;

) BTEX

4.3.2 Control of documents

Documents required by the SMS shall be controlled.
Records are a special type of document and shall be
controlled according to the requirements given in Clause
4.33.

A documented procedure, including the authorities and
responsibilities, shall be established to define the controls
needed to:

a) create and approve documents prior to issue;

b) communicate to interested parties about new or changed
documents;

c) review and maintain documents as necessary;

d) ensure that changes and the current revision status of
documents are identified;

e) ensure that relevant versions of applicable documents are
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h) BOLEARRSHAEFGER | SRR
WIRE |, NERESAIRA,

4.3.3 igZ:ZAY## Control of records
IERMERTF LIRS ERFSMSIIERUETT.
RERN AV YRR T E SIS RrEAYES © #R

R, FhE. AP R RISFIKRLE. ICREGEM.
ZTIRBIFIEER.

available at points of use;

f) ensure that documents are readily identifiable and
legible;

g) ensure that documents of external origin are identified
and their distribution controlled;

h) prevent the unintended use of obsolete documents and
apply suitable identification to them if they are retained.

4.3.3 Control of records

Records shall be kept to demonstrate conformity to
requirements and the effective operation of the SMS.

A documented procedure shall be established to define the
controls needed for the identification, storage, protection,
retrieval, retention and disposal of records. Records shall be
legible, readily identifiable and retrievable.

4.4 FBFEEM Resource management
4.4.1 FERIRM Provision of resources

IRSZIRMHE N REFHRMAFIAR, K. ER
MIUSHIR , B

a) EN7. SCHEFNMEHPSMSHIIRSS , FHSESUE
Bt ;

b) BEERMTHETRIRS  BAEFHEE.

4.4.2 ANHEE Human resources
IRSIRMAENIR T NEREIMEFRIBAITAE |, LA
WEIRS TR, XL HNETEHNHE. Hil.
FRENEK., IRSRMEN :

a) WEARFIZHIVERSS ;

b) $E?E%ﬁ%§f%ﬁ—‘ti§ﬂIIESZ%HRH{M%BEU&%FE?E—

A9BESD
c) THERBUBIERIARIE ;

d) FRARBERIREUM TANAIXIARSS EIE BHRAT
IR BANARSS T KATH B ST

e) #HPHE. F. KEENZWANEHICR,

4.4 Resource management
4.4.1 Provision of resources

The service provider shall determine and provide the
human, technical, information and financial resources
needed to:

a) establish, implement and maintain the SMS and the
services, and continually improve their effectiveness;

b) enhance customer satisfaction by delivering services that
fulfil service requirements.

4.4.2 Human resources

The service provider's personnel performing work affecting
conformity to service requirements shall be competent on
the basis of appropriate education, training, skills and
experience. The service provider shall:

a) determine the necessary competence for personnel;

b) where applicable, provide training or take other actions
to achieve the necessary competence;

c) evaluate the effectiveness of actions taken;

d) ensure that its personnel are aware of how they
contribute to the achievement of service management
objectives and the fulfilment of service requirements;

€) maintain appropriate records of education, training, skills
and experience.

4.5 @372 SMS Establish and improve the
SMS

4.5.1 FENBE Define scope

RSBIREE NERS EEITRIPENF I8 ESMSH
SeE. SEEMNLEUR RS HIELSR BB FRFOFTA,T
BRSSHIBFRILARRE .,

ggi&@tﬁ&ﬁ%ﬁﬁ%ﬁﬁl@ﬁﬁﬁﬁﬂﬁ%ﬂ’ﬂ% .

a) RSEHE(RSHMIRE |
b) ZFFOMEIIAIRRTEND ;

4.5 Establish and improve the SMS
4.5.1 Define scope

The service provider shall define and include the scope of
the SMS in the service management plan. The scope shall
be defined by the name of the organizational unit providing
the services, and the services to be delivered.

The service provider shall also take into consideration other
factors affecting the services to be delivered including:

a) geographical location(s) from which the service provider
delivers the services;

b) the customer and their location(s);
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4.5.2 1% SMS Plan the SMS ( Plan )
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4.5.3 SEiEFAMIT SMS Implement and operate
the SMS (Do)

ARSS 1RMEE NSChERIHATSMS | MRIRIRSS EIEITH
J]T\g%ﬁ_ B, STFIBOHIRS , HPIOEENE

a) BEMMENSEMERE

b) HE. NFFIREHBNDE ;

c) AR, IHIMEERRNER ;

d) iR5. IHMEMEERSHINXE ;

e) RBSEEMRENEE;
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¢) technology used to provide the services.

NOTE ISO/IEC TR 20000-3 provides guidance on scope
definition and applicability of this part of ISO/IEC 20000.

4.5.2 Plan the SMS (Plan)

The service provider shall create, implement and maintain a
service management plan. Planning shall take into
consideration the service management policy, service
requirements and requirements in this part of ISO/IEC
20000. The service management plan shall contain or
include a reference to at least the following:

a) service management objectives that are to be achieved by
the service provider;

b) service requirements;
¢) known limitations which can impact the SMS;

d) policies, standards, statutory and regulatory requirements
and contractual obligations;

e) framework of authorities, responsibilities and process
roles;

f) authorities and responsibilities for plans, service
management processes and services;

g) human, technical, information and financial resources
necessary to achieve the service management objectives;

h) approach to be taken for working with other parties
involved in the design and transition of new or changed
services process;

i) approach to be taken for the interfaces between service
management processes and their integration with the other
components of the SMS;

J) approach to be taken for the management of risks and the
criteria for accepting risks;

k) technology used to support the SMS;

I) how the effectiveness of the SMS and the services will be
measured, audited, reported and improved.

Plans created for specific processes shall be aligned with
the service management plan. The service management
plan and plans created for specific processes shall be
reviewed at planned intervals and, if applicable, updated.

4.5.3 Implement and operate the SMS (Do)

The service provider shall implement and operate the SMS
for the design, transition, delivery and improvement of
services according to the service management plan, through
activities including at least:

a) allocation and management of funds and budgets;

b) assignment of authorities, responsibilities and process
roles;

¢) management of human, technical and information
resources;

d) identification, assessment and management of risks to
the services;

e) management of service management processes;
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4.5.4 BB SMS Monitor and review the
SMS ( Check )

4.5.4.1 S &K General

ARSSIRME MR BIEERY T A =N E SMSHIAR
. RETGENBERERERANEIEITH,

RS P RIS P BRI AN, P9RE
AR S ST SM SRS P SCHUR S B
EE A ERE BRI, FAEESR.
RS IR E TR AISMSE R IR S BRI S
TRHIRE].

NEREAIEIRTRAVER , GIEAHFEI. Kt
RAMABIRIBH TRINAKICR. ERIMTEHIN S
KI3iHiE,

4.5.4.2 AEBEE % Internal audit
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4.5.4.3 EIBiFHE Management review
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f) monitoring and reporting on performance of service
management activities.

4.5.4 Monitor and review the SMS (Check)
4.5.4.1 General

The service provider shall use suitable methods for
monitoring and measuring the SMS and the services. These
methods shall include internal audits and management
reviews.

The objectives of all internal audits and management
reviews shall be documented. The internal audits and
management reviews shall demonstrate the ability of the
SMS and the services to achieve service management
objectives and fulfil service requirements. Nonconformities
shall be identified against the requirements in this part of
ISO/IEC 20000, the SMS requirements identified by the
service provider or the service requirements.

The results of internal audits and management reviews,
including nonconformities, concerns and actions identified,
shall be recorded. The results and actions shall be
communicated to interested parties.

4.5.4.2 Internal audit

The service provider shall conduct internal audits, at
planned intervals, to determine whether the SMS and the
services:

a) fulfil the requirements in this part of ISO/IEC 20000;

b) fulfil the service requirements and the SMS requirements
identified by the service provider;

c) are effectively implemented and maintained.

There shall be a documented procedure including the
authorities and responsibilities for planning and conducting
audits, reporting results and maintaining audit records.

An audit programme shall be planned. This shall take into
consideration the status and importance of the processes
and areas to be audited, as well as the results of previous
audits. The audit criteria, scope, frequency and methods
shall be documented.

The selection of auditors and conduct of audits shall ensure
objectivity and impartiality of the audit. Auditors shall not
audit their own work.

Nonconformities shall be communicated, prioritized and
responsibility allocated for actions. The management
responsible for the area being audited shall ensure that any
corrections and corrective actions are taken without undue
delay to eliminate nonconformities and their causes.
Follow-up activities shall include the verification of the
actions taken and the reporting of results.

NOTE See 1SO 19011 for guidance on management
systems auditing.

4.5.4.3 Management review

Top management shall review the SMS and the services at
planned intervals to ensure their continued suitability and
effectiveness. This review shall include assessing
opportunities for improvement and the need for changes to
the SMS, including the policy and objectives for service
management.
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4.5.5 4E3PFNeH SMS Maintain and improve the
SMS ( AcT)

4.5.5.1 S &K General
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4.5.5.2 EEK#H Management of improvements
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The input to management reviews shall include at least
information on:

a) customer feedback;
b) service and process performance and conformity;

c) current and forecast human, technical, information and
financial resource levels;

d) current and forecast human and technical capabilities;
e) risks;
f) results and follow-up actions from audits;

g) results and follow-up actions from previous management
reviews;

h) status of preventive and corrective actions;

i) changes that could affect the SMS and the services;
j) opportunities for improvement.

Records of management reviews shall be maintained.

The records from the management review shall include at
least decisions and actions related to resources,
improvement of the effectiveness of the SMS and
improvement of the services.

4.5.5 Maintain and improve the SMS (Act)
4.5.5.1 General

There shall be a policy on continual improvement of the
SMS and the services. The policy shall include evaluation
criteria for the opportunities for improvement.

There shall be a documented procedure including the
authorities and responsibilities for identifying,
documenting, evaluating, approving, prioritizing,
managing, measuring and reporting of improvements.

Opportunities for improvement, including corrective and
preventive actions, shall be documented.

The cause of identified nonconformities shall be corrected.
Corrective actions shall be taken to eliminate the cause of
identified nonconformities in order to prevent recurrence.
Preventive actions shall be taken in order to eliminate the
cause of potential nonconformities in order to prevent
occurrence.

NOTE For more information on corrective and preventive
action, see 1SO 9001:2008, Clause 8.5.

4.5.5.2 Management of improvements

Opportunities for improvement shall be prioritized. The
service provider shall use the evaluation criteria in the
policy on continual improvement, when making decisions
on opportunities for improvement.

Approved improvements shall be planned.

The service provider shall manage improvement activities
that include at least:

a) setting targets for improvements in one or more of
quality, value, capability, cost, productivity, resource
utilization and risk reduction;
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REZBR , REWERHTH ;
e) IREHECHERISIHIE.

b) ensuring that approved improvements are implemented;

¢) revising the service management policies, plans,
processes and procedures, where necessary;

d) measuring implemented improvements against the
targets set and where targets are not achieved, taking
necessary actions;

e) reporting on implemented improvements.

5 I HERMAKEEFRIRSS Design and

transition of new or changed services
5.1 BZE3K General
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5 Design and transition of new or changed services
5.1 General

The service provider shall use this process for all new
services and changes to services with the potential to have a
major impact on services or the customer. The changes that
are in the scope of Clause 5 shall be determined by the
change management policy agreed as part of the change
management process.

Assessment, approval, scheduling and reviewing of new or
changed services in the scope of Clause 5 shall be
controlled by the change management process. The Cls
affected by new or changed services in the scope of Clause
5 shall be controlled by the configuration management
process.

The service provider shall review outputs from the planning
and design activities for new or changed services against
the agreed service requirements and the relevant
requirements given in Clauses 5.2 and 5.3. Based on the
review, the service provider shall accept or reject the
outputs. The service provider shall take necessary actions to
ensure that the development and transition of the new or
changed services can be performed effectively, using the
accepted outputs.

NOTE The need for a new service or a change to a service
can originate from the customer, the service provider, an
internal group or a supplier in order to satisfy business
needs or to improve the effectiveness of the services.

5.2 Plan new or changed services

The service provider shall identify the service requirements
for the new or changed services. New or changed services
shall be planned to fulfill the service requirements.
Planning for the new or changed services shall be agreed
with the customer and interested parties.

As input to planning, the service provider shall take into
consideration the potential financial, organizational, and
technical impact of delivering the new or changed services.
The service provider shall also take into consideration the
potential impact of the new or changed services on the
SMS.

Planning for the new or changed services shall contain or
include a reference to at least the following:

a) authorities and responsibilities for design,
development and transition activities;

b) activities to be performed by the service provider and
other parties including activities across interfaces from
the service provider to other parties;

€) communication to interested parties;
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d) human, technical, information and financial resources;
e) timescales for planned activities;

f)  identification, assessment and management of risks;
g) dependencies on other services;

h) testing required for the new or changed services;

i)  service acceptance criteria;

j)  expected outcomes from delivering the new or
changed services, expressed in measurable terms.

For services that are to be removed, the service provider
shall plan for the removal of the service(s). Planning shall
include the date(s) for the removal, archiving, disposal or
transfer of data, documentation and service components.
The service components can include infrastructure and
applications with associated licences.

The service provider shall identify other parties who will
contribute to the provision of service components for the
new or changed services. The service provider shall
evaluate their ability to fulfil the service requirements. The
results of the evaluation shall be recorded and necessary
actions taken.

5.3 Design and development of new or changed services

The new or changed services shall be designed and
documented to include at least:

a) authorities and responsibilities for delivery of the new
or changed services;

b) activities to be performed by the service provider,
customer and other parties for delivery of the new or
changed services;

c) new or changed human resource requirements,
including requirements for appropriate education,
training,skills and experience;

d) financial resource requirements for delivery of the new
or changed services;

e) new or changed technology to support the delivery of
the new or changed services;

f)  new or changed plans and policies as required by this
part of ISO/IEC 20000;

g) new or changed contracts and other documented
agreements to align with changes in service
requirements;

h) changes to the SMS;
i) new or changed SLAs;
j)  updates to the catalogue of services;

k) procedures, measures and information to be used for
the delivery of the new or changed services.

The service provider shall ensure that the design enables the
new or changed services to fulfill the service requirements.

The new or changed services shall be developed in
accordance with the documented design.

NOTE For further information about design, see the design
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and development process in 1ISO 9001:2008, Clause 7.3 or
the architectural design process in ISO/IEC 15288:2008,
Clause 6.4.3.

5.4 Transition of new or changed services

The new or changed services shall be tested to verify that
they fulfill the service requirements and documented
design.

The new or changed services shall be verified against
service acceptance criteria agreed in advance by the service
provider and interested parties. If the service acceptance
criteria are not met, the service provider and interested
parties shall make a decision on necessary actions and
deployment.

The release and deployment management process shall be
used to deploy approved new or changed services into the
live environment.

Following the completion of the transition activities, the
service provider shall report to interested parties on the
outcomes achieved against the expected outcomes.

6 BRS33fTid#E Service delivery processes
6.1 RS AIEE Service level management
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6 Service delivery processes
6.1 Service level management

The service provider shall agree the services to be delivered
with the customer.

The service provider shall agree a catalogue of services
with the customer. The catalogue of services shall include
the dependencies between services and service components.

For each service delivered, one or more SLAs shall be
agreed with the customer. When creating SLAs, the service
provider shall take into consideration the service
requirements. SLAs shall include agreed service targets,
workload characteristics and exceptions.

The service provider shall review services and SLAs with
the customer at planned intervals.

Changes to the documented service requirements, catalogue
of services, SLAs and other documented agreements shall
be controlled by the change management process. The
catalogue of services shall be maintained following changes
to services and SLASs to ensure that they are aligned.

The service provider shall monitor trends and performance
against service targets at planned intervals. Results shall be
recorded and reviewed to identify the causes of
nonconformities and opportunities for improvement.

For service components provided by an internal group or
the customer, the service provider shall develop, agree,
review and maintain a documented agreement to define the
activities and interfaces between the two parties. The
service provider shall monitor performance of the internal
group or the customer against agreed service targets and
other agreed commitments, at planned intervals. Results
shall be recorded and reviewed to identify the causes of
nonconformities and opportunities for improvement.

6.2 IRSZIRES Service reporting
B IRSIRENELE | BERENE. BRY.

6.2 Service reporting

The description of each service report, including its
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identity, purpose, audience, frequency and details of the
data source(s), shall be documented and agreed by the
service provider and interested parties.

Service reports shall be produced for services using
information from the delivery of services and the SMS
activities, including the service management processes.
Service reporting shall include at least:

a) performance against service targets;

b) relevant information about significant events including at
least major incidents, deployment of new or changed
services and the service continuity plan being invoked;

c) workload characteristics including volumes and periodic
changes in workload;

d) detected nonconformities against the requirements in this
part of ISO/IEC 20000, the SMS requirements or the
service requirements and their identified causes;

e) trend information;

f) customer satisfaction measurements, service complaints
and results of the analysis of satisfaction measurements and
complaints.

The service provider shall make decisions and take actions
based on the findings in service reports. The agreed actions
shall be communicated to interested parties.

6.3 IRSZELMEFTTAMEEIE Service continuity

and availability management
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continuity and availability requirements
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continuity and availability plans
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Service

6.3 Service continuity and availability management
6.3.1 Service continuity and availability requirements

The service provider shall assess and document the risks to
service continuity and availability of services. The service
provider shall identify and agree with the customer and
interested parties service continuity and availability
requirements. The agreed requirements shall take into
consideration applicable business plans , service
requirements, SLAs and risks.

The agreed service continuity and availability requirements
shall include at least:

a) access rights to the services;

b) service response times;

c) end to end availability of services.

6.3.2 Service continuity and availability plans

The service provider shall create, implement and maintain a
service continuity plan(s) and an availability plan(s).
Changes to these plans shall be controlled by the change
management process.

The service continuity plan(s) shall include at least:

a) procedures to be implemented in the event of a major
loss of service, or reference to them;

b) availability targets when the plan is invoked,;
C) recovery requirements;
d) approach for the return to normal working conditions.

The service continuity plan(s), contact lists and the CMDB
shall be accessible when access to normal service locations
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is prevented.

The availability plan(s) shall include at least availability
requirements and targets.

The service provider shall assess the impact of requests for
change on the service continuity plan(s) and the availability

plan(s).

NOTE The service continuity plan(s) and availability
plan(s) can be combined into one document.

6.3.3 Service continuity and availability monitoring and
testing

Awvailability of services shall be monitored, the results
recorded and compared with agreed targets. Unplanned
non-availability shall be investigated and necessary actions
taken.

Service continuity plans shall be tested against the service
continuity requirements. Availability plans shall be tested
against the availability requirements. Service continuity and
availability plans shall be re-tested after major changes to
the service environment in which the service provider
operates.

The results of the tests shall be recorded. Reviews shall be
conducted after each test and after the service continuity
plan has been invoked. Where deficiencies are found, the
service provider shall take necessary actions and report on
the actions taken.

6.4 [REBHIFAE S5#%ZE Budgeting and accounting

for services
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6.4 Budgeting and accounting for services

There shall be a defined interface between the budgeting
and accounting for services process and other financial
management processes.

There shall be policies and documented procedures for:

a) budgeting and accounting for service components
including at least

1) assets — including licences — used to provide the
services,

2) shared resources,

3) overheads,

4) capital and operating expenses,
5) externally supplied services,

6) personnel,

7) facilities;

b) apportioning indirect costs and allocating direct costs to
services, to provide an overall cost for each service;

c) effective financial control and approval.

Costs shall be budgeted to enable effective financial control
and decision-making for services delivered.

The service provider shall monitor and report costs against
the budget, review the financial forecasts and manage costs.

Information shall be provided to the change management
process to support the costing of requests for change.

NOTE Many service providers charge for their services.
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The scope of the budgeting and accounting for services
process excludes charging.

6.5 R=EM Capacity management
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6.5 Capacity management

The service provider shall identify and agree capacity and
performance requirements with the customer and interested
parties.

The service provider shall create, implement and maintain a
capacity plan taking into consideration human , technical,
information and financial resources. Changes to the
capacity plan shall be controlled by the change
management process.

The capacity plan shall include at least:
a) current and forecast demand for services;

b) expected impact of agreed requirements for availability,
service continuity and service levels;

c) time-scales, thresholds and costs for upgrades to service
capacity;

d) potential impact of statutory, regulatory, contractual or
organizational changes;

e) potential impact of new technologies and new
techniques;

f) procedures to enable predictive analysis, or reference to
them.

The service provider shall monitor capacity usage, analyse
capacity data and tune performance. The service provider
shall provide sufficient capacity to fulfil agreed capacity
and performance requirements.

66 ERELERE

management
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BEESENNEEENEERRSE K. IERE

%g}‘_*jﬂéﬁ%*ﬂ’ﬂ%ﬁﬂtﬁ?tbﬁ%ﬁ@ﬁ =1
N

a) SiRSEME. ERNHNESFEXARLRE
ERRELHIARETHHIEERN |

b) WREEXEEEBIHKIEL ;
c) %Xé{%ﬁ'ﬁémlﬁﬁﬁmmﬂﬁ XX IRNIFTRA

1 '

Information  security

d) BREPRITEERENIETL ;
e) MRHITEEREREHIT;
f) HBERYEIHERHTRIRLORBIBIHATMS,

662 ER=E£EH

controls
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Information security

6.6 Information security management
6.6.1 Information security policy

Management with appropriate authority shall approve an
information security policy taking into consideration the
service requirements, statutory and regulatory requirements
and contractual obligations. Management shall:

a) communicate the information security policy and the
importance of conforming to the policy to appropriate
personnel within the service provider, customer and
suppliers;

b) ensure that information security management objectives
are established;

c) define the approach to be taken for the management of
information security risks and the criteria for accepting
risks;

d) ensure that information security risk assessments are
conducted at planned intervals;

e) ensure that internal information security audits are
conducted;

f) ensure that audit results are reviewed to identify
opportunities for improvement.

6.6.2 Information security controls

The service provider shall implement and operate physical,
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security changes and incidents
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Information

administrative and technical information security controls
in order to:

a) preserve confidentiality, integrity and accessibility of
information assets;

b) fulfil the requirements of the information security policy;
c) achieve information security management objectives;
d) manage risks related to information security.

These information security controls shall be documented
and shall describe the risks to which the controls relate,
their operation and maintenance.

The service provider shall review the effectiveness of
information security controls. The service provider shall
take necessary actions and report on the actions taken.

The service provider shall identify external organizations
that have a need to access, use or manage the service
provider's information or services. The service provider
shall document, agree and implement information security
controls with these external organizations.

6.6.3 Information security changes and incidents
Requests for change shall be assessed to identify:
a) new or changed information security risks;

b) potential impact on the existing information security
policy and controls.

Information security incidents shall be managed using the
incident management procedures, with a priority
appropriate to the information security risks. The service
provider shall analyse the types, volumes and impacts of
information security incidents. Information security
incidents shall be reported and reviewed to identify
opportunities for improvement.

NOTE The ISO/IEC 27000 family of standards specifies
requirements and provides guidance to support the
implementation and operation of an information security
management system.

7 XZHIZFE Relationship process
7.1 A 52X ZHEE B Business

management
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7 Relationship processes
7.1 Business relationship management

The service provider shall identify and document the
customers, users and interested parties of the services.

For each customer, the service provider shall have a
designated individual who is responsible for managing the
customer relationship and customer satisfaction.

The service provider shall establish a communication
mechanism with the customer. The communication
mechanism shall promote understanding of the business
environment in which the services operate and requirements
for new or changed services. This information shall enable
the service provider to respond to these requirements.

The service provider shall review the performance of the
services at planned intervals, with the customer.

Changes to the documented service requirements shall be
controlled by the change management process. Changes to
the SLAs shall be co-ordinated with the service level
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management process.

The definition of a service complaint shall be agreed with
the customer. There shall be a documented procedure to
manage service complaints from the customer. The service
provider shall record, investigate, act upon, report and close
service complaints. Where a service complaint is not
resolved through the normal channels, escalation shall be
provided to the customer.

The service provider shall measure customer satisfaction at
planned intervals based on a representative sample of the
customers and users of the services. The results shall be
analysed and reviewed to identify opportunities for
improvement.

7.2 (ERNFESETE Supplier management
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7.2 Supplier management

The service provider may use suppliers to implement and
operate some parts of the service management processes.
An example of supply chain relationships is illustrated in
Figure 3.

For each supplier, the service provider shall have a
designated individual who is responsible for managing the
relationship, the contract and performance of the supplier.

The service provider and the supplier shall agree a
documented contract. The contract shall contain or include
a reference to:

a) scope of the services to be delivered by the supplier;

b) dependencies between services, processes and the
parties;

c) requirements to be fulfilled by the supplier;
d) service targets;

e) interfaces between service management processes
operated by the supplier and other parties;

f) integration of the supplier's activities within the SMS;
g) workload characteristics;
h) contract exceptions and how these will be handled,;

i) authorities and responsibilities of the service provider and
the supplier;

J) reporting and communication to be provided by the
supplier;

k) basis for charging;

I) activities and responsibilities for the expected or early
termination of the contract and the transfer of services to a
different party.

The service provider shall agree with the supplier service
levels to support and align with the SLAs between the
service provider and the customer.

The service provider shall ensure that roles of, and
relationships between, lead and sub-contracted suppliers are
documented. The service provider shall verify that lead
suppliers are managing their sub-contracted suppliers to
fulfil contractual obligations.

The service provider shall monitor the performance of the
supplier at planned intervals. The performance shall be
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measured against service targets and other contractual
obligations. Results shall be recorded and reviewed to
identify the causes of nonconformities and opportunities for
improvement. The review shall also ensure that the contract
reflects current requirements.

Changes to the contract shall be controlled by the change
management process.

There shall be a documented procedure to manage
contractual disputes between the service provider and the
supplier.

NOTE 1 The scope of the supplier management process
excludes the selection of suppliers and the procurement of
services.

NOTE 2 Further examples of supply chain relationships are
shown in ISO/IEC TR 20000-3.

Sub-contracted |

Supplier 1

Supplier 2

supplier 3a

414U 3a

[y

v

Lead supplier 3

Service
provider

A J

Customer

Figure 3 —Example of supply chain relationships
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8 fRRiFFRE Resolution processes

8.1 EHMIESBIBEREIE Incident and service

request management
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8 Resolution processes
8.1 Incident and service request management

There shall be a documented procedure for all incidents to
define:

a) recording;
b) allocation of priority;
c) classification;

d) updating of records;
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e) escalation;
f) resolution;
g) closure.

There shall be a documented procedure for managing the
fulfilment of service requests from recording to closure.
Incidents and service requests shall be managed according
to the procedures.

When prioritizing incidents and service requests, the
service provider shall take into consideration the impact
and urgency of the incident or service request.

The service provider shall ensure that personnel involved in
the incident and service request management process can
access and use relevant information. The relevant
information shall include service request management
procedures, known errors, problem resolutions and the
CMDB. Information about the success or failure of releases
and future release dates, from the release and deployment
management process, shall be used by the incident and
service request management process.

The service provider shall keep the customer informed of
the progress of their reported incident or service request. If
service targets cannot be met, the service provider shall
inform the customer and interested parties and escalate
according to the procedure.

The service provider shall document and agree with the
customer the definition of a major incident. Major incidents
shall be classified and managed according to a documented
procedure. Top management shall be informed of major
incidents. Top management shall ensure that a designated
individual responsible for managing the major incident is
appointed. After the agreed service has been restored, major
incidents shall be reviewed to identify opportunities for
improvement.

8.2 [AMEME Problem management
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8.2 Problem management

There shall be a documented procedure to identify
problems and minimize or avoid the impact of incidents and
problems. The procedure shall define:

a) identification;

b) recording;

c) allocation of priority;

d) classification;

e) updating of records;

f) escalation;

g) resolution;

h) closure.

Problems shall be managed according to the procedure.

The service provider shall analyse data and trends on
incidents and problems to identify root causes and their
potential preventive action.

Problems requiring changes to a ClI shall be resolved by
raising a request for change.

Where the root cause has been identified, but the problem
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has not been permanently resolved, the service provider
shall identify actions to reduce or eliminate the impact of
the problem on the services. Known errors shall be
recorded.

The effectiveness of problem resolution shall be monitored,
reviewed and reported.

Up-to-date information on known errors and problem
resolutions shall be provided to the incident and service
request management process.

9 =&idF2 Control processes
9.1 EEEH Configuration management
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9 Control processes
9.1 Configuration management

There shall be a documented definition of each type of CI.
The information recorded for each CI shall ensure effective
control and include at least:

a) description of the CI;

b) relationship(s) between the CI and other Cls;

c) relationship(s) between the Cl and service components;
d) status;

e) version;

f) location;

g) associated requests for change;

h) associated problems and known errors.

Cls shall be uniquely identified and recorded in a CMDB.
The CMDB shall be managed to ensure its reliability and
accuracy, including control of update access.

There shall be a documented procedure for recording,
controlling and tracking versions of Cls. The degree of
control shall maintain the integrity of services and service
components taking into consideration the service
requirements and the risks associated with the Cls.

The service provider shall audit the records stored in the
CMDB, at planned intervals. Where deficiencies are found,
the service provider shall take necessary actions and report
on the actions taken.

Information from the CMDB shall be provided to the
change management process, to support the assessment of
requests for change.

Changes to Cls shall be traceable and auditable to ensure
integrity of the Cls and the data in the CMDB.

A configuration baseline of the affected Cls shall be taken
before deployment of a release into the live environment.

Master copies of Cls recorded in the CMDB shall be stored
in secure physical or electronic libraries referenced by the
configuration records. This shall include at least
documentation, licence information, software and, where
available, images of the hardware configuration.

There shall be a defined interface between the configuration
management process and financial asset management
process.

NOTE The scope of the configuration management process
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excludes financial asset management.

9.2 TLEEME Change management
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9.2 Change management

A change management policy shall be established that
defines:

a) Cls which are under the control of change management;

b) criteria to determine changes with potential to have a
major impact on services or the customer.

Removal of a service shall be classified as a change to a
service with the potential to have a major impact. Transfer
of a service from the service provider to the customer or a
different party shall be classified as a change with potential
to have a major impact.

There shall be a documented procedure to record, classify,
assess and approve requests for change.

The service provider shall document and agree with the
customer the definition of an emergency change. There
shall be a documented procedure for managing emergency
changes.

All changes to a service or service component shall be
raised using a request for change. Requests for change shall
have a defined scope.

All requests for change shall be recorded and classified.
Requests for change classified as having the potential to
have a major impact on the services or the customer shall
be managed using the design and transition of new or
changed services process. All other requests for change to
Cls defined in the change management policy shall be
managed using the change management process.

Requests for change shall be assessed using information
from the change management process and other processes.

The service provider and interested parties shall make
decisions on the acceptance of requests for change.
Decision-making shall take into consideration the risks, the
potential impacts to services and the customer, service
requirements, business benefits, technical feasibility and
financial impact.

Approved changes shall be developed and tested.

A schedule of change containing details of the approved
changes and their proposed deployment dates shall be
established and communicated to interested parties. The
schedule of change shall be used as the basis for planning
the deployment of releases.

The activities required to reverse or remedy an unsuccessful
change shall be planned and, where possible, tested. The
change shall be reversed or remedied if unsuccessful.
Unsuccessful changes shall be investigated and agreed
actions taken.

The CMDB records shall be updated following the
successful deployment of changes.

The service provider shall review changes for effectiveness
and take actions agreed with interested parties.

Requests for change shall be analysed at planned intervals
to detect trends. The results and conclusions drawn from
the analysis shall be recorded and reviewed to identify

©ISO/IEC 2011-All rights reserved




ISO/IEC 20000-1 :2011 (R3S XIHRRR)

bR V1.0

opportunities for improvement.

9.3 KW 5EEEM Release and deployment
management
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9.3 Release and deployment management

The service provider shall establish and agree with the
customer a release policy stating the frequency and type of
releases.

The service provider shall plan with the customer and
interested parties the deployment of new or changed
services and service components into the live environment.
Planning shall be coordinated with the change management
process and include references to the related requests for
change, known errors and problems which are being closed
through the release. Planning shall include the dates for
deployment of each release, deliverables and methods of
deployment.

The service provider shall document and agree with the
customer the definition of an emergency release.
Emergency releases shall be managed according to a
documented procedure that interfaces to the emergency
change procedure.

Releases shall be built and tested prior to deployment. A
controlled acceptance test environment shall be used for the
building and testing of releases.

Acceptance criteria for the release shall be agreed with the
customer and interested parties. The release shall be
verified against the agreed acceptance criteria and approved
before deployment. If the acceptance criteria are not met,
the service provider shall make a decision on necessary
actions and deployment with interested parties.

The release shall be deployed into the live environment so
that the integrity of hardware, software and other service
components is maintained during deployment of the
release.

The activities required to reverse or remedy an unsuccessful
deployment of a release shall be planned and, where
possible, tested. The deployment of the release shall be
reversed or remedied if unsuccessful. Unsuccessful releases
shall be investigated and agreed actions taken.

The success or failure of releases shall be monitored and
analysed. Measurements shall include incidents related to a
release in the period following deployment of a release.
Analysis shall include assessment of the impact of the
release on the customer. The results and conclusions drawn
from the analysis shall be recorded and reviewed to identify
opportunities for improvement.

Information about the success or failure of releases and
future release dates shall be provided to the change
management process, and incident and service request
management process.

Information shall be provided to the change management
process to support the assessment of the impact of requests
for change on releases and plans for deployment.
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