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OSSIMEHA ?

Unified Security

OSSIM
Management
Open Source Starts at $3900
Community-Supported Weekly Updates from AlienVault
Threat Intelligence Labs Threat Intelligence
Limited Log Collection & Robust Log Management, Log Search
Log Retention Only for SIEM Events & Long-Term Log Retention

150+ Customizable Reports, Including
Compliance-Specific Report
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E1=1—|
S=114
SCIOINES ¢ =&
ZBEHT, . DMIEE
Server : 192.168.25.5

Sensor : 192.168.25.6

Linux : 192.168.25.7

- |
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xR INPIEE

1. FT 30
2. MNCSVEEN

ADD NETWORK ~

Add Network
Import CSV
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xR INPIEE

NEW NETWORK &
Values marked with (*) are mandatory
Name * Icon Allowed format: Up to 400x400 PNG, JPG or GIF
image
| l:‘ Choose icon ...
CIDR * Description
y
Owner
I z
Sensors *

10.8.8.107 (yz-soc-server-01)
~110.8.13.69 (yz-soc-sensor-01)

Asset Value * External Asset *
2 s ) Yes @ No
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xR INPIEE

IMPORT NETWORKS FROM CSV Q

Choose a CSV file:
MBI | R IR S | Ignore invalid characters (Net names)

Formats allowed:

Version 4.x.x, 5.x.x:

Format: "Netname";"CIDRs(CIDR1,CIDRZ2,...)","Description”;"Asset Value" "Net ID"

Header: "Netname”,"CIDRs";"Description”;"Asset Value";"Net ID"
Example: "Net-17"192.168.10.0/24,192.168.9.0/24";"Short description”;"2";,"479D45C0BBF22B4458BD2F8EEQO9ECAC2"

Version 3.x.x:
Format: "Netname";"CIDRs(CIDR1,CIDRZ2,...)","Description”;"Asset Value";"Sensors(Sensor1,Sensor2,...)"

Header: "Netname","CIDRs";"Description”;"Asset Value","Sensors”
Example: "Net-1""192.168.10.0/24,192.168.9.0/24";"Short description”;"2";,"192.168.10.2,192.168.10.3"

Notes:

« Characters allowed for net names: [A-Za-z0-9], "' (dot), "' (colon), '_' (underscore) and "' (hyphen)
« Netname, CIDR and sensor fields cannot be empty
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xR INPIEE

NETWORK -~ CIDR OWNER(S) SENSORS  ALARMS VULNERABILITIES EVENTS
yz-idc-10.8.9.0 10.8.9.0/24 xiaofeijin sorsor01 - - £
yz-idc-10.8.8.0 10.8.8.0/24 xiaofeijin B L 2
yz-idc-10.8.7.0 10.8.7.0/24 xiaofeijin L £
yz-idc-10.8.6.0 10.8.6.0/24 xiaofeijin D gy £
yz-idc-10.8.5.0 10.8.5.0/24 xiaofeijin L £
yz-idc-10.8.4.0 10.8.4.0/24 xiaofeijin 2 g £
yz-idc-10.8.3.0 10.8.3.0/24 xiaofeijin B L s Ql
yz-idc-10.8.248.0 10.8.248.0/24 xiaofeijin S L : - - £
yz-idc-10.8.2.0 10.8.2.0/24 xiaofeijin D1 s Ql
yz-idc-10.8.14.0 10.8.14.0/24 xiaofeijin B} e - - £

——
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EIRT*

1. FTF
2. M\CSV
MCSVIZHEN e
3. MSIEMSH{5HREN Add Host
v A b L T Import CSV
4. BRI Import From SIEM
S5can For New Assets
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NEW ASSET

EIRT*

Irruye

Choose icon ...

IP Address *

Location

Undetermined location

FQDN/Aliases

Asset Value *
| 2 v

Sensors *

If\
Go C S muiz ©2016 GS(2011)6020 Google  {# &R

External Asset * Latitude/Longitude
Yes © No

10.8.8.107 (yz-soc-server-01)

10.8.13.69 (yz-soc-sensor-01)

|
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EIRT

IMPORT ASSETS FROM CSV ¢

Choose a CSV file:

ERXE | RERE T 1 Ignore invalid characters (Hostnames)

Formats allowed:

Version 4.X.x, 5.x.x:

Format: "IPs(IP1,IP2,...)";"Hostname";"FQDNS(FQDN1,FQDNZ2,...)";"Description”;"Asset Value";"Operating System";"Latitude";"Longitude";"Asset ID";"External
Asset","Device Types(Typel,Type2,...)"

Header: “IPs";,"Hostname";"FQDNs";"Description";"Asset Value","Operating System";"Latitude";"Longitude”;"Asset ID";"External Asset";"Device Type"
Example: "192.168.10.3" "Host-1""www.example-1.es,www.example-2.es";"Short
description”;"2""Windows";"23.78""121.45","379D45C0BBF22B4458BD2FSEEQ9ECCC2";0;"Server:Mail Server"

Version 3.x.x:

Format: "IP";"Hostname";,"FQDNs(FQDN1,FQDN_2,...)";"Description”;"Asset Value";"Sensors(Sensor1,Sensor2,...)";,"Operating System";"Latitude";"Longitude”
Header: "IP";"Hostname","FQDNs";"Description”;"Asset Value";"Sensors”;"Operating System";"Latitude";"Longitude"
Example: "192.168.10.3" "Host-1""www.example-1.es,www.example-2.es";"Short description";"2";"192.168.10.2,192.168.10.3";"Windows";"23.78":."121.45"

Notes:

« |P address and sensor fields cannot be empty
* Hostname syntax defined by RFC 1123
« FQDN syntax defined by RFC 1035, RFC 1123 and RFC 2181

« Valid Operating System values:
Windows, Linux, FreeBSD, NetBSD, OpenBSD, MacQS, Solaris, Cisco, AIX,HP-UX, Tru64, IRIX, BSD/OS, SunOS, Plan9 or IPhone
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EIRT*

IMPORT ASSETS FROM SIEM EVENTS Q

Searching assets from network GZ-QXG

[ )
77%

|
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EIRT*

SCAN FOR NEW ASSETS
TARGET SELECTION
Please, select the assets you want to scan:

Type here to search assets
(= «» All Assets

<

= 3 Assets

+- (& Asset Groups
+ == Networks

| pa | pELETEALL

SENSOR SELECTION
© Local sensor Launch scan from the local sensor
Automatic sensor Launch scan from the first available sensor

» SELECT A SPECIFIC SENSOR
ADVANCED OPTIONS

Scan type: | Fast Scan < | Fast mode will scan fewer ports than the default scan

Timing template: | Normal s |

Autodetect services and Operating System

Enable reverse DNS Resolution
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EIRT*

20 [+

= S RCCET ST S U SCAN L DS
HOSTNAME 2P 417 DEVICETYPE | OPERATING SYSTEM ;- o ostbs ot VLN JEANC s SEiDa s e
yz-xmail-01 10.8.12.70 Eﬁp;gg'e Linux 2.6.X 2 Yes Not Deployed €3]
yz-wwwop-01 10.8.12.62 SS{‘;C[?; Linux 2.6.X 2 Yes Not Deployed €3]
yz-wwwhb-09 10.8.12.44 SSP;&?"E Linux 2.6.X 2 Yes Not Deployed €3]
yz-wwwhb-08 10.8.9.55 Sjp;ggé Linux 2.6.X 2 Yes Not Deployed €3]
yz-wwwhb-07 10.8.9.54 55?5532 Linux 2.6.X 2 Yes Not Deployed €3]
yz-wwwhb-06 10.8.9.53 F?S[‘;g?é Linux 2.6.X 2 Yes Not Deployed  £31]

|
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EIRT*

SRR

NAME a SENSOR ¢ TARGETS ¢ FREQUENCY ¢ ENABLED
nmap-00 yz-soc-server-01 10.8.0.0/24 Hourly Yes |
nmap-01 yz-soc-server-01 10.8.1.0/24 Hourly Yes U
nmap-02 yz-soc-server-01 10.8.2.0/24 Hourly Yes U
nmap-03 yz-soc-server-01 10.8.3.0/24 Hourly Yes |
nmap-04 yz-soc-server-01 10.8.4.0/24 Hourly Yes U
nmap-05 yz-soc-server-01 10.8.5.0/24 Hourly Yes U
nmap-06 yz-soc-server-01 10.8.6.0/24 Hourly Yes U
nmap-07 yz-soc-server-01 10.8.7.0/24 Hourly Yes u
—
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AEEE
i{at U E. HEH 5% m% 45 a

Assets  Asset Details

yz-xmail-01

10.8.12.70
yz-mobsnake-43.meilishuo.com,yz-xmail-01.meilishuo.com
Linux 2.6.X

Asset Value Device Type
012345 General Purpose

Model
Unknown

Asset Type

% 31/112®™

HMES

Networks
yz-idc-10.8.12.0 (10.8.12.0/24)

Sensors
yz-soc-sensor-01 (10.8.13.69)

Run Asset Scan

Run Vulnerability Scan

Enable Availability Monitoring
Disable Availability Monitoring

PN

GE3)

Google

fEmFR




"-EE

Description
Unknown
SERVICES

(10 4] SERVICE!
IP ADDRESS ~ PROTOCOL STATUS ¢ MONITORING
yz-xmail-01 (10.8.12.70) tcp - No
yz-xmail-01 (10.8.12.70) tep http - No
yz-xmail-01 (10.8.12.70) tcp tcpwrapped - No
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RIREHE

"] Asset Valud
|
4 R R s SERVICE
HIDS Status
()Connected
(") Disconnec|
() Not Deploy 21/tep (ftp) 22/tep (ssh) 23/tcp (telnet)
Availability St 25/tcp (smtp) 53/tcp (domain) 80/tcp (http)
Oup
() Down 80/tcp (mysql) 81/tcp (http) 88/tcp (kerberos-sec)
()Unconfigu
110/tcp (pop3) 111/tcp (rpcbind) 135/tcp (msrpc)
ShOO\:aAs;ets‘ 139/tcp (netbios-ssn) 143 /tcp (imap) 389/tcp (Idap)
st Day
(") Last Week 443 /tcp (http) 443/tcp (https) 445 /tcp (microsoft-ds)
(") Last Montk
(") Date Rang 445 /tcp (netbios-ssn) 465/tcp (smtp) 465/tcp (tcpwrapped)
Last Updated 548/tcp (afp) 873/tcp (rsync) 993/tcp (imap)
8“‘“ Day 993 /tcp (imaps) 995/tcp (pop3) 1025/tcp (msrpc)
Last Week
(") Last Montk 1026/tcp (msrpc) 1027 /tcp (msrpc) 1028/tcp (msrpc)
(") Date Rang
e | canceL Jf appLy |
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Job Name:
Select Sensor:

Profile:

Schedule Method:

Only scan hosts that are

alive (greatly speeds up the
scanning process)

Pre-Scan locally
(do not pre-scan from
scanning sensor)

Do not resolve names

% 35/112 1\

A DIHREESS

| |

CREATE SCAN JOB

| yz-soc-server-01{10.8.8.107]

v
v

| Default - Non destructive Full and Fast scan

-~
v

| Immediately =

Type here to search assets

| pq | pELETEALL

=

[ EDIT PROFILES ]

3

R e R R R R Rk et At Rt IR AR ARt

FREEELEFPECEEERE

= |

<» All Assets

Assets

bli

10.8.0 (95 hosts)
10.8.1 (45 hosts)
10.8.2 (51 hosts)
10.8.3 (61 hosts)
10.8.4 (1 24 hosts)
10.8.5 (49 hosts)
10.8.6 (86 hosts)
10.8.7 (97 hosts)
10.8.8 (98 hosts)
10.8.9 (79 hosts)
10.8.10 (96 hosts)
10.8.11 (31 hosts)
10.8.12 (100 hosts)
10.8.13 (87 hosts)
10.8.14 (84 hosts)
10.8.248 (98 hosts)
124.202.144 (85 hosts)

Asset Groups
Networks




Z{TIRESS

NAME SCHEDULE TYPE TIME NEXT SCAN STATUS ACTION
yz-idc-10-8-4 Monthly 03:00:00 2016-02-04 03:00:00 Enabled RS
yz-idc-10-8-14 Monthly 03:00:00 2016-01-14 03:00:00 Enabled B/
yz-idc-10-8-13 Monthly 03:00:00 2016-02-13 03:00:00 Enabled By
yz-idc-10-8-12 Monthly 03:00:00 2016-02-12 03:00:00 Enabled By W
yz-idc-10-8-11 Monthly 03:00:00 2016-02-11 03:00:00 Enabled B/
yz-idc-10-8-10 Monthly 03:00:00 2016-02-10 03:00:00 Enabled B/
yz-idc-10-8-9 Monthly 03:00:00 2016-02-09 03:00:00 Enabled B/
yz-idc-10-8-8 Monthly 03:00:00 2016-02-08 03:00:00 Enabled B/
yz-idc-10-8-7 Monthly 03:00:00 2016-02-07 03:00:00 Enabled B/

—
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BEEOMER

VYulnerabilities Found - 163

89% O Medium - 11
O Info - 92

112

SUMMARY OF SCANNED HOSTS

HOST HOSTNAME Serious H High | Medium Low Info
10.8.1.45 yz-it-mail-01 - . 11 . 92
View false positives @ - True result Q False positive result d) - Additional information is available
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BEEEAMER

i ijo) ¥ 45 .
HEESY FAHAIESS R EE
BY SEVERITY
40 Bl Serious (3]
B High [229]

Medium [605]
Low [24]
Info [24468]

— Y
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N on)l

IDS(NRIEZRZE)

HFFEHMAIIDS(OSSEQ) HFRIZZRYIDS (Suricate)
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HEFFHAIDS(OSSEC)

OSSECE— M HREHNETENRINEENERSE , AliEfT
EWindows/Linux/MacEZ M ¥EE

CEHTINEE - HEDTT. TEMHEE. rootkiti@l,
ETAYaRYERFNER AL

EM : http://ossec.github.io/

——
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HETFFHAYIDS(OSSEC)

OSSIMerOSSECEEE NS E&1R : /var/ossec/etc/ossec.conf

HEREFISR © /var/ossec/logs/

yz-soc-server-01:/usr/share/ossim# ls /var/ossec/logs/
alerts firewall ossec.log.l ossec.log.3.gz ossec.log.5.gz ossec.log.7.gz

archives ossec.log ossec.log.2.gz ossec.log.4.gz ossec.log.6.gz
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HEFFHAIDS(OSSEC)

HIDS EVENTS TREND

14 Jan 15 Jan 16 Jan 17 Jan 18 Jan 19 Jan 20 Jan

HIDS DATA SOURCES

Authentication Failed [2849] Syslog
Authentication Success [2771] Sudo
Syslog [1595] :
Sudo [1148] Authentj,,, ——=====
® Authentication Failures [64]
. Accesslog (5] Authenti...
@ HIDS [2]
@ Attack [2]
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HEFFHAIDS(OSSEC)

HMAOSSECHIRFHEHITZ EDINIIE !

2 . Ly T~ [ : NE LL] +37 [} ]
7 — B, V[ -
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HEFFHAIDS(OSSEC)

fmieE P intllasilrsyslogic & |, KHEAREZErsyslog
fRs5EsE
BLE SRR « /etc/rsyslog.conf

——
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HTFFHa9IDS(OSSEC)

# Log all kernel messages to the console.
# Logging much else clutters up the screen.
#kern.* /dev/console

# Log anything (except mail) of level info or higher.
# Don't log private authentication messages!
* info;mail.none;authpriv.none;cron.none /var/log/messages

# The authpriv file has restricted access.
authpriv.* /var/log/secure

# Log all the mail messages in one place.
mail.* -/var/log/maillog

#$ActionResumeRetryCount -1 # infinite retries
# remoce NOsST LS. ndame/Lp.porc. e.g. 192.168.0.1

authpriv.* @10.8.8.107:514
# ### end or the torwarding rule #H#
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HTFFHa9IDS(OSSEC)

JmiEIRSSRsuImossec.conf , FoEsyslogtEXIZEIR

<!-- i ® syslog -—>

<syslog_output>
<server>10.8.8.107</server>
<port>514</port>

</syslog_output>

<!--<remote>
<connection>secure</connection>

</remote>-->

<remoce>

<connection>syslog</connection>
<allowed-1ps>10.8.0.0/16</al lowed-1ps>
</remote>

0 0.0.0.0:514
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HTFFHa9IDS(OSSEC)

[xiaofeisin@epquantay-01] $ ssh secsky@yz-sec-01
secsky@yz-sec-01's password:
Permission denied, please try again.

Jan 20 14:39:12 yz-sec-01 sshd[8930]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0Q tty=ssh ruser= rhost=172.16.12.85 user=
secsky
Jan 20 14:39:14 yz-sec-01 sshd[8930]: Failed password for secsky from 172.16.12.85 port 46834 ssh2

AV - Alert - "1453271949" --> RID: "5503"; RL: "5"; RG: "pam,syslog,authentication_failed,"; RC: "User login failed."; USER: "None"; SRCIP: "172.
16.12.85"; HOSTNAME: "yz-sec-01"; LOCATION: "10.8.4.36"; EVENT: "[INIT]Jan 20 14:39:12 yz-sec-01 sshd[8930]: pam_unix(sshd:auth): authentication
failure; logname= uid=0 euid=0 tty=ssh ruser= rhost=172.16.12.85 user=secsky[END]";

AV - Alert - "1453271951" --> RID: "5716"; RL: "5"; RG: "syslog,sshd,authentication_failed,"; RC: "SSHD authentication failed."; USER: "None"; SR

CIP: "172.16.12.85"; HOSTNAME: "yz-sec-01"; LOCATION: "10.8.4.36"; EVENT: "[INIT]Jan 20 14:39:14 yz-sec-@1 sshd[8930]: Failed password for secsky
from 172.16.12.85 port 46834 ssh2[END]";

ASSET

SIGNATURE w DATE GMT+8:00 o SENSOR OTX SOURCE DESTINATION Se D RISK
y AlienVault HIDS: SSHD authentication failed. 2016-01-20 14:39:11 yz-soc-server-01 N/A 172.16.12.85:46834 0.0.0.0 _2->0 | 0 e
4 AlienVault HIDS: User login failed. 2016-01-20 14:39:09 yz-soc-server-01 N/A  172.16.12.85 0.0.0.0 C2-x0 | e | 5
USERNAME USERDATAI USERDATAZ2 USERDATA3 USERDATA4
secsky 10.8.4.36 172.16.12.85 SSHD authentication failed. syslog,sshd,authentication_failed,
RAW LOG

AV - Alert - "1453271951" —--> RID: "5716"; RL: "5"; RG: "syslog,sshd,authentication failed,"; RC: "SSHD authentication failed.";
USER: "None";

SRCIP: "172.16.12.85"; HOSTNAME: "yz-sec-01"; LOCATION: "10.8.4.36"; EVENT: "[INIT]Jan 20 14:39:14 yz-sec-01 sshd[8930]: Failed
password for

secsky from 172.16.12.85 port 46834 ssh2[END]";
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EHFRLA9IDS(Suricate)

Suricate2— M HRIIETMBRINRIGNESE ( NIDS )

M Sz BIEeE , IFE e

EM : http://suricata-ids.org/

——
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EHFRLA9IDS(Suricate)

ECE SHERR : Jetc/suricata

yZ-SOC-Sensor-
total 128
-rW-r=-pr--
-r'W-r--r--
-r'W-r--r--
-r'W-r--r--
-r'W-r--r--
drwxr-xr-x
-rW-r=-pr--
-rW-r--r--

afpacket_f.yaml
alienvault.conf
classification.config

reference.config
rule-files.yaml
rules
suricata-debian.yaml
suricata.yaml

RN R R R
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EHFRLA9IDS(Suricate)

MBS SRR 4R - Jetc/suricatal/rules

yz-soc-sensor-01:/etc/suricata/rules# 1s

BSD-License.txt

LICENSE

alienvault.rules
botcc.portgrouped.rules
botcc.rules

ciarmy.rules
compromised.rules
decoder-events.rules
drop.rules

dshield.rules
emerging-activex.rules
emerging-attack_response.rules
emerging-botcc.rules
emerging-chat.rules
emerging-ciarmy.rules
emerging-compromised.rules
emerging-current_events.rules
emerging-deleted.rules
emerging-dns.rules
emerging-dos.rules
emerging-drop.rules
emerging-dshield.rules
emerging-exploit.rules
emerging-ftp.rules
emerging-games.rules
emerging-icmp.rules
emerging-icmp_info.rules
emerging-imap.rules
emerging-inappropriate.rules
emerging-info.rules
emerging-malware.rules
emerging-misc.rules
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emerging-mobile_malware.rules
emerging-netbios.rules
emerging-p2p.rules
emerging-policy.rules
emerging-pop3.rules
emerging-rbn-malvertisers.rules
emerging-rbn.rules
emerging-rpc.rules
emerging-scada.rules
emerging-scan.rules
emerging-shellcode.rules
emerging-smtp.rules
emerging-snmp.rules
emerging-sql.rules
emerging-telnet.rules
emerging-tftp.rules
emerging-tor.rules
emerging-trojan.rules
emerging-user_agents.rules
emerging-virus.rules
emerging-voip.rules
emerging-web_client.rules
emerging-web_server.rules
emerging-web_specific_apps.rules
emerging-worm.rules
emerging_pro-activex.rules
emerging_pro-attack_response.rules
emerging_pro-botcc.portgrouped.rules
emerging_pro-botcc.rules
emerging_pro-chat.rules
emerging_pro-ciarmy.rules
emerging_pro-compromised.rules

emerging_pro-current_events.rules
emerging_pro-decoder-events.rules
emerging_pro-deleted.rules
emerging_pro-dns.rules
emerging_pro-dos.rules
emerging_pro-drop.rules
emerging_pro-dshield.rules
emerging_pro-exploit.rules
emerging_pro-files.rules
emerging_pro-ftp.rules
emerging_pro-games.rules
emerging_pro-http-events.rules
emerging_pro-icmp.rules
emerging_pro-icmp_info.rules
emerging_pro-imap.rules
emerging_pro-inappropriate.rules
emerging_pro-info.rules
emerging_pro-malware.rules
emerging_pro-misc.rules
emerging_pro-mobile_malware.rules
emerging_pro-netbios.rules
emerging_pro-p2p.rules
emerging_pro-policy.rules
emerging_pro-pop3.rules
emerging_pro-rbn-malvertisers.rules
emerging_pro-rbn.rules
emerging_pro-rpc.rules
emerging_pro-scada.rules
emerging_pro-scada_special.rules
emerging_pro-scan.rules
emerging_pro-shellcode.rules
emerging_pro-smtp-events.rules

emerging_pro-smtp.rules
emerging_pro-snmp.rules
emerging_pro-sql.rules
emerging_pro-stream-events.rules
emerging_pro-telnet.rules
emerging_pro-tftp.rules
emerging_pro-tls-events.rules
emerging_pro-tor.rules
emerging_pro-trojan.rules
emerging_pro-user_agents.rules
emerging_pro-voip.rules
emerging_pro-web_client.rules
emerging_pro-web_server.rules
emerging_pro-web_specific_apps.rules
emerging_pro-worm.rules
files.rules

gpl-2.0.txt

http-events.rules

local.rules
rbn-malvertisers.rules
rbn.rules

smtp-events.rules
stream-events.rules
suricata-decoder-events.rules
suricata-files.rules
suricata-http-events.rules
suricata-smtp-events.rules
suricata-stream-events.rules
tls-events.rules

tor.rules




/var/log/suricata

yz-soc-sensor-01:/var/log/suricata# ls
eve.json
eve,json.1
eve,json.2
eve,json.

eve.json.
eve, json.

stats. log
suricata-start. log
suricata. log
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unified2.
unified2.
unified2.
unified2.
unified2.
unified2.
unified2.
unified2.
unified2.

alert.
alert.
alert.
alert.
alert.
.1447776366
alert.
alert.
alert.

alert

1446090386
1446098946
1446099709
1446100010
1446100018

1447839853
1447840060
1447964072

EHFRLA9IDS(Suricate)
HESMHERR

unified2.
unified2.
unified2.
unified2.
unified2.
unified2.
unified2.
unified2.
unified2.

.1447967793
.1448005122
. 1448655999
1448911882
. 1449085963
.1449171766
.1449181382
1449257627
.1449343518
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EHFRLA9IDS(Suricate)

SIGNATURE

[Z0 AlienVault NIDS: "ET DOS Possible NTP DDoS In
Bo%rgBFrequert Un-Authed MON_LIST Requests IM
L Ox03"

[Z AlienVault NIDS: "ET DOS Possible NTP DDoS In
go%rgBFrequert Un-Authed MON_LIST Requests IM
L Ox03"

|23 AlienVault NIDS: "ET DOS Possible NTP DDoS In
Ft)>och)r*gli?’Frequer*t Un-Authed MON_LIST Requests IM
L Ox03"

[ZZ3 AlienVault NIDS: "ET DOS Possible NTP DDoS In
bound Frequent Un-Authed MON_LIST Requests IM
PL Ox03"

Z1 AlienVault NIDS: "ET DOS Possible NTP DDoS In
BO%F‘%BFI’EQUQPI Un-Authed MON_LIST Reguests IM
L Ox03"

[ AlienVault NIDS: "ET DOS Possible NTP DDoS In
bo%rgBFrequert Un-Authed MON_LIST Requests IM
PL 0x03"

[Z0 AlienVault NIDS: "ET DOS Possible NTP DDoS In
bo%rgBFrequer't Un-Authed MON_LIST Requests IM
PL Ox03"

[Z4 AlienVault NIDS: "ET DOS Possible NTP DDoS In
bound Frequent Un-Authed MON_LIST Requests IM
PL 0x03"

[0 AlienVault NIDS: "ET DOS Possible NTP DDoS In
Bo%r'gBFrequert Un-Authed MON_LIST Requests IM
L Ox03"
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v DATE GMT+8:00 o

2016-01-20 15:27:16

2016-01-20 15:27:16

2016-01-20 15:27:16

2016-01-20 15:26:16

2016-01-20 15:26:16

2016-01-20 15:26:16

2016-01-20 15:20:04

2016-01-20 15:20:04

2016-01-20 15:20:04

SENSOR

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

OTX

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

SOURCE

E576.127.119.148:30

E576.127.119.148:30

B 76.127.119.148:30

E5 76.127.119.148:30

76.127.119.148:30

IR

= 76.127.119.148:30

IF

&= 76.127.119.148:80

&= 76.127.119.148:80

&= 76.127.119.148:80

DESTINATION




EHFRLA9IDS(Suricate)

Security Events AlienVault NIDS: "ET DOS Possible NTP DDoS Inbound Frequent Un-Authed MON_LIST Requests IMPL 0x03"

AlienVault NIDS: "ET DOS Possible NTP DDoS Inbound Frequent Un-Authed MON_LIST Requests IMPL O0x03"

DATE

ALIENVAULT SENSOR
DEVICE IP

EVENT TYPE ID

UNIQUE EVENT ID#

File: emerging-dos.rules
Rule: alert udp any any -> any 123

2016-01-20 15:27:16 GMT+8:00
yz-soc-sensor-01 [10.8.13.69]
10.8.13.69 [eth1]

2017919

bf4711e5-ad66-000c-29d5-abe23b7755a0

CATEGORY

SUB-CATEGORY

Exploit

Denial Of Service

DATA SOURCE NAME

DATA SOURCE ID

AlienVault NIDS

1001

PRODUCT TYPE

Rule Detection

msg: "ET DOS Possible NTP DDoS Inbound Frequent Un-Authed MON_LIST Requests IMPL Ox03"

content: "|00 03 2A/"
offset: 1

depth: 3

byte_test: 1,!&,128,0
byte_test: 1,&,4,0
byte_test: 1,&,2,0
byte_test: 1,&,1,0

threshold: type both,track by_dst,count 2,seconds 60
reference: url,www.symantec.com/connect/blogs/hackers-spend-christmas-break-launching-large-scale-ntp-reflection-attacks

classtype: attempted-dos
sid: 2017919
rev: 2

Intrusion Detection

=

|
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EHFRLA9IDS(Suricate)

TOP 10 NIDS EVENTS

A\
o
"O.Dq
TOP 10 NIDS SOURCES
N L L k.
S % i e : 68.87.72.244
Yt g S SN L N
97 .\ R o\ Q0 \Q© L o) $
Y N o o P oD N o o : .
".Q:‘Q ‘{\Q <9 - Q ’..{\0 P .l,\jQ s --Q,'\\’(I X 124.207.160.106
: ' S- : 50 0 W W 2
W »\\0CJ A0? W N\ Y W Y N W e Ty A
2 : v\\\k\ V\\\\\ "c\\\\\ '.\Q\\\ \‘\\—\\\ 1\3\&‘ m\\:‘\\ t\\\&‘ POl a2l
ol '\'\-‘:\\\L et T e & we® ae® & GG %
N\ AR N P N e I\ P P 92.222.204.115

185.94.111.1
172.93.104.202
188.126.79.116
92.222.129.80

114.114.114.114

0 22 45 67 90 112 135 157
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> WS EAE
> SSHREEFREHMFEE




SIGNATURE

L N N U RN

AlienVault HIDS: Login session closed [avapi].
AlienVault HIDS: Login session closed.

AlienVault HIDS: Login session opened.

AlienVault HIDS: Successful sudo to ROOT executed
[avapi]

AlienVault HIDS: Login session opened [avapi].

.f\lienVauIt HIDS: SSHD authentication success [avap
i.

AlienVault HIDS: Login session closed [avapi].

AlienVault HIDS: Login session opened [avapi].

AlienVault HIDS: SSHD authentication success [avap
il.
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v DATE GMT+8:00 &

2016-01-19 11:06:26

2016-01-19 11:06:26

2016-01-19 11:06:26

2016-01-19 11:06:26

2016-01-19 11:06:26

2016-01-19 11:06:26

2016-01-19 11:06:26

2016-01-19 11:06:26

2016-01-19 11:06:26

SENSOR

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

OTX

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

SOURCE

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01:60173

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01:60170

DESTINATION

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01

yz-soc-sensor-01




WRITHEELAE

TRSEHE

sudo: Command executed [avapi] 2016-01-19 11:10:46 yz-soc-server-01 N/A  yz-soc-server-01 yz-soc-server-01
AlienVault HIDS: Login session closed [avapi]. 2016-01-1911:10:46 yz-soc-server-01 N/A  yz-soc-server-01 yz-soc-server-01
AlienVault HIDS: Login session closed. 2016-01-19 11:10:46 yz-soc-server-01 N/A  yz-soc-server-01 yz-soc-server-01
AlienVault HIDS: Login session opened. 2016-01-1911:10:46 yz-soc-server-01 N/A  yz-soc-server-01 yz-soc-server-01
[/gljg%ault HIDS: Successful sudo to ROOT executed  516.01.1911:10:46  yz-soc-server-01 N/A  yz-soc-server-01 yz-soc-server-01
AlienVault HIDS: Login session opened [avapi]. 2016-01-1911:10:46 yz-soc-server-01 N/A  yz-soc-server-01 yz-soc-server-01
ifxlienVauIt HIDS: SSHD authentication success [avap  5016.01.19 11:10:46 yz-soc-server-01 N/A  yz-soc-server-01:47025 yz-soc-server-01
AlienVault HIDS: Login session closed [avapi]. 2016-01-1911:10:46 yz-soc-server-01 N/A  yz-soc-server-01 yz-soc-server-01
AlienVault HIDS: Login session opened [avapi]. 2016-01-19 11:10:46 yz-soc-server-01 N/A  yz-soc-server-01 yz-soc-server-01
if”e”\’au't HIDS: 55HD authentication success [aVap  5016.01.1911:10:46  yz-soc-server-01  N/A  yz-soc-server-01:47024 yz-soc-server-01
AlienVault HIDS: Login session closed [avapi]. 2016-01-19 11:10:46 yz-soc-server-01 N/A  yz-soc-server-01 yz-soc-server-01
AlienVault HIDS: Login session opened [avapi]. 2016-01-1911:10:46 yz-soc-server-01 N/A  yz-soc-server-01 yz-soc-server-01
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BT

ITAXY

EVENT NAME

Syslog: syslog entry

SSHd: Received disconnect

SSHd: Login sucessful, Accepted publickey [USERNAME]

SSHd: Received disconnect

SSHa: Login sucessful, Accepted publickey [USERNAME]

SSHd: Received disconnect

SSHd: Login sucessful, Accepted publickey [USERNAME]

% 58/112

RISK GENERATOR
0 syslog
0 ssh
0 ssh
0 ssh
0 ssh
0 ssh
0 ssh

SENSOR

yz-soc-sensor-01

yz-s0c-5ensor-01

yz-50¢-sensor-01

yz-50c-5ensor-01

yz-soc-sensor-01

yz-s0c-sensor-01

yz-50¢-sensor-01

N/A

N/A

N/A

N/A

N/A

N/A

N/A

SOURCE [P

yz-soc-sensor-01

yz-soc-server-01

yz-soc-server-01:41669

yz-soc-server-01

yz-soc-server-01:41668

yz-soc-server-01

yz-soc-server-01:41667

DEST IP

0.0.0.0

yz-soc-sensor-01:22

yz-soc-sensor-01:22

yz-soc-sensor-01:22

yz-soc-sensor-01:22

yz-soc-sensor-01:22

yz-soc-sensor-01:22




HRITHESEHS

SERERCONDITIONSFICONSEQUENCESHER5 4HAR

AN[y
Al

IF:
CONDITIONS

THEN:
CONSEQUENCES

1B : FrEEE RIS EEE reload(ERIEERL
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w
Policy Rule Name: * invalid_log_filter_01 4 Enable: * @ Yes No Policy Group: * | AV default policies .
CONDITIONS CONSEQUENCES
SOURCE DEST SRC PORTS # DEST PORTS  EVENT TYPES ACTIONS SIEM LOGCER FORWARDING
yz-soc-server-01 (10.8.8.107) yz-soc-server-01 (10.8.8.107) ANY ANY DS Groups: No Actions SIEM (No) Logger (No) Forward Events (No)
yz-soc-sensor-01 (10.8.13.69) yz-soc-sensor-01 (10.8.13.69) ANY
Set Event Priority: Do not change |Sign: Block
Risk Assessment: Yes
Logical Correlation: Yes
Cross-correlation: Yes
SQL Storage: Yes
» POLICY CONDITIONS ¢ ADD MORE CONDITIO
» POLIC NSEQUENCES
v v
SIEM Yes @ No ’
SET EVENT PRIORITY | Do not change 4 | ’
RISK ASSESSMENT Yes  No ’
LOGICAL CORRELATION Yes No 1) ’
CROSS-CORRELATION Yes Nol) ’ ®
<, < e * Z
SQL STORAGE Yes No 1) (=)
0 x ©
Z 1) Nnac nat annlu ta tarnatc withant aceariatad dartahaca Imnlicit ualia ic alwave Na far tham w g
e |



RITHEELE

AV default policies: Filter events from AlienVault avapi user

e New | Modify = Delete selected | Duplicate selected 2 Reload Policies %, Enable/Disable policy

STATU ORD~ NAME SOURCE ¢ DESTINATION =& SOURCE PORT DESTPORT ~ EVENTTYPES  SENSORS
v 4 1 nvalid_log filter 01 j ‘)(Z'SOC'SEWer‘m gl \)(z.goc.sewer.m DS G(OUpS
il yz-soc-sensor-01 il yz-soc-sensor-01 ANY

TIME RANGE

Asia/Shanghali
0h : Omin
23h : 59min

TARGETS

yZ-50C-Server:

——
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SSHRESRENHMFSE

NAME * email_send

ERRET A AP

DESCRIPTION *

TYPE * \ Send an email message - 7 v
CONDITION O Any Only if it is an alarm Define logical condition
FROM: * xiaofeijin SR—
116 xiaofeijin@ ek E—_———
SUBJECT: * EEEGTHEDEE---REBG— R EEES

ZEEEG RS BESAANESL, RODE!

MESSAGE: *

- |
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SSHREERB IS

8

-

Policy Rule Name: * SSH_brute_force_alarm v Enable: * @ Yes No Policy Group: * | Default policy group $
CONDITIONS CONSEQUENCES
SOURCE DEST SRC PORTS DEST PORTS EVENT TYPES ACTIONS SIEM LOGCER FORWARDING
ANY ANY ANY SSH DS Groups: email_send SIEM (Yes) Logger (No) Forward Events (No)
Brute_force_attack
Set Event Priority: Do not change Sign: Block
Risk Assessment: Yes
Logical Correlation: Yes
Cross-correlation: Yes
SQL Storage: Yes
» POLICY CONDITIONS ¢ A 10 )ITIC
v v v v Choose between DS Groups and Taxonomy
O DS Croups Taxonomy
ANY *
e S HTTP INSPEC \lie ult S \ e e @ Brute e_attac

DS GROUPS * ddos_attack Document files Executable files GetIPre
T N DS GROUP? Not . - =

TION
PORTS

RTS

YPES

- |
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Brute_force_attack RhHa R Eh

Add events to the DS Group

DATA SOURCE DATA SOURCE NAME DATA SOURCE DESCRIPTION / EVENT TYPES
m 4003 ssh SSHd: Secure Shell daemon ssh events type selected: 2
M 7010 AlienVault HIDS-authentication_failed  authentication_failed AlienVault HIDS-authentication_failed events type selected: 4

£ Default policy group: Default group policy objects

«: New | | Modify |} Delete selected | | Duplicate selected |z Reload Policies %, Enable/Disable policy
STATU ORD~ NAME SOURCE & DESTINATION = SOURCE PORT DEST PORT EVENT TYPES SENSORS TIME RANGE TARGETS
p 1 SSH_brute_force_alarm : 3 SSH DS Groups Asia/Shanghai yZ-soc-server
¥ E = Brute_force_atta 0Oh : Omin 4
23h : 59min

|
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SSHREERBoIMGEE

:"# medusa -h 10.8.13.69 -U users.txt -P password.txt -M ssh
Medusa v2.0 [http://www.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.net>

ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secskyl (1 lete) Password: testl (1 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secskyl (1m19te) Password: test2 (2 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secskyl (1 of 21, @ complete) Password: test3 (3 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secskyl (1 of 21, @ complete) Password: test4d (4 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secskyl (1 of 21, 0 complete) Password: test5 (5 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secskyl (1 of 21, @ complete) Password: testb (6 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secskyl (1 of 21, @ complete) Password: test7 (7 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secskyl (1 of 21, @ complete) Password: test8 (8 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secskyl (1 of 21, 0 complete) Password: test9 (9 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secskyl (1 of 21, @ complete) Password: test18 (10 of 10 complet
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secsky? (2 of 21, 1 complete) Password: testl (1 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secsky?2 (2 of 21, 1 complete) Password: test2 (2 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secsky2 (2 of 21, 1 complete) Password: test3 (3 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secsky2 (2 of 21, 1 complete) Password: test4 (4 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secsky? (2 of 21, 1 complete) Password: test5 (5 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, 8 complete) User: secsky2 (2 of 21, 1 complete) Password: testb (6 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secsky? (2 of 21, 1 complete) Password: test7 (7 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secsky2 (2 of 21, 1 complete) Password: test8 (8 of 10 complete)
ACCOUNT CHECK: [ssh] Host: 10.8.13.69 (1 of 1, @ complete) User: secsky? (2 of 21, 1 complete) Password: test9 (9 of 10 complete)
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xiaofeijin ZEMFRS-EETEYSR0AL, zngnsi—ReEETFaAamRl, BoES!
Alert detail:

xiaofeiiin S0 (0 ch o (a5 T T £ B oh 40 W * userdata2: yz-soc-sensor-01

J R G T AR« yserdatal:  invalid user
* protocol: tcp
* rep_rel_dst: O
© xiaofeijin ZEER e TR ASHA A, *context_id: ¢9819892-7d43-11e5-9878-eb0760cbdae4
* actions: 1
* reliability: 2
e I . * plugin_sid: 1
xiaofeijin ZEMFEII— X EEIETTEBIAL,  * rep_prio_src: 0

* priority: 3

* src_port: 48291

* event_id: bf4blleS5-ae7f-000c-29d5-abe2278f2942
*src_ip: 172.17.69.199

* backlog_id: 29d7a32b-bflf-11e5-962d-000c97b911e6
* plugin_id: 4003

* sensor: 10.8.13.69
* username: secsky2

* risk: 0

* rep_prio_dst: 0

* date: 2016-01-20 15:55:21
* type: event
*rep_rel_src: O
* dst_port: 22
* dst_ip: 10.8.13.69
* policy_id: a6f9d906-6010-edac-8d67-d93a2f99bd0e
—— Y
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nginx_lua d codeigniterZEnginxs D Rule conver

OPEN THREAT

EXCHANGE SEARCH

BROWSE CREATE PULSE

Settings
SECSKY
Email Notifications
When | have a new follower
When someone | follow creates a new Pulse
ﬁ 0 AWARDS ‘ ’\h’ 0 PULSES When a Pulse I'm subscribed to has changed
OTX Key

Key

f1cc0d4d71409fa41710bb1bc8ff61 oGy 043 d4d5f29a9d6d6f0867

Connect to AlienVault USM or OSSIM
Use the OTX API SDK
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BcEOTX KEY

1 & A b

W REAH R &
OPEN THREAT EXCHANGE
Fand
OTX Account BB B AR
| OPEN THREAT EXCHANGE
OTX Key: f1cc0d4d71409fa41710bb1 bcstbmmm5fa9a9d6d6f0867 Contribute to OTX: Yes |1
OTX Username: secsky Last Updated: 2016-01-13 17:58:53
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BcEOTX KEY

OTX Account

Connect your OTX account to OSSIM by adding your OTX key in the space below. If you do not have an OTX key, sign up for an OTX account now!

OTX Key: flcc0d4d71409fa41710bb1 bt 1 ———d 520294660867 Contribute to OTX:

OTX Username; SeCsKy Last Updated: 2016-01-13 17:33:06

CONNECT OTX ACCOUNT
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SRS

Wihe - B/ NETEFHT—IX

BESE

Pulses Subscribed Indicators Last Updated
393 18,478 2016-01-13 17:58:53

——
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IP Reputation Source:[ Reputation Data 3] Fier by Actiity: (A1 4]
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SRS

MALICIOUS IPS BY ACTIVITY TOP 10 COUNTRIES
Country Unigue IPs
@& United States 3,438
@ China 2,357

Scanning Host [6,857]
@ Malicious Host [5,722]

Spamming [1,986] mm Russian Federation 780
@® Malware Domain [1]

6857
["8 Germany 471
= Ukraine 449
[l ] France 446
»; South Korea 387
== Netherlands 360
=3 Brazil 322
Viet Nam 293
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TERE

« OSSIM{E 1T

« OSSIMF

« OSSIMM

» OSSIME IjalE
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OSSIME Wia)&

> Y{afiZsD0 Sensor
> W NERNESRRE
> HPFECE

> WEBEEEGai X
> OSSIMZES&E




N{ENERIN Sensor

1. BISSHERSensor , ELEBMN(EEFIEE "N

2. BFWEBSHEFS

‘-)H

7 i0Sensor

——
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N{ENERIN Sensor

AlienVault Setup 1
AlienVault Setup

r

System Preferences
Maintenance & Troubleshooting
Jailbreak System

Support

About this Installation
Reboot Appliance

Shutdown Appliance

Apply all Changes

co~NOYUMT A WwNE S

L

S

- < Exit >



N{ENERIN Sensor

Configure Sensor 1
Configure Sensor

r

Network CIDRs

Configure AlienVault Server IP
Configure AlienVault Framework IP
Configure Data Source Plugins
Configure Monitor Plugins

Enable Netflow Generator

VA wmN B

L

e e ol

< 27 > < Back >



N{ENERIN Sensor

AlienVault Setup
AlienVault Setup

r

® System Preferences

1 Configure Sensor

2 Maintenance & Troubleshooting
3 Jailbreak System

4 Support

5 About this Installation

6 Reboot Appliance

L

< Exit >

.

I

I

I

I

I

I

I

I

I

I

I

I

I

i
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WN{ENERIN Sensor

A\ &l

DASERDS ANALYSIS ENVIRONMENT REPORTS
DEPLOYMENT
COMPONENTS OCATIONS
ALIENVAULT CENTER SENSORS SERVERS

X

CONFIGURATION

ADMINISTRATION

THREAT INTELLIGENCE

OPEN THREAT EXCHANGE

| VII
Warning: The fol

AU £ 0L

r(s) are being reported as enabled by the server but aren't configured.

W 192.168.25.6) & Insert ji=}Discard
20 . E DIFY DELETE SELECTED <> Total Sensors: 1 Active Se : 0 [illly Sensor Status
A
P NAME PRIORITY PORT VERSION STATUS DESCRIPTION
192.168.25.5 alienvault 5 40001 5.2.0 X
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WN{ENERIN Sensor

v
DEPLOYMENT
COMPONENTS LOCATIONS
ALIENVAULT CENTER ] SENSORS SERVERS
4 ALTERVAULT CENTER
ALIENVAULT COMPONENTS INFORMATION
NAME ¢ STATUS « RAM USAGE SWAP USAGE CPU USAGE NEW UPDATES
[102.168.25.5
alienvault [192.168.25.5 B uF M . M M .
& Server | I Sensor | (& Web Interface | & Database N ™M L] ™°°
i 92.168.2
alienvault [192.168.25.6] {b W ur M o M - M }
Carc 2290 0.00 % 0.00 %
| =| Sensor v L L]

|
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BT REGRERE

ERELER

1. &Rvmware vCenter , IEERERERSS ( B )
e II—IRRR |, FARERGRERE |

Bl ANREFIMR , N RBSLLS TR

2. IBREINFRERB T , BIN— N EIASZIEAL |, B REHAL
s IR RSB ETREGRGERERNN R INRIZEUR
HRALBDE]

|
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BT RERERE

| RIS | RUHLED | SDRS #N | vApp &I |
» [d CPU |24 v| @
» W A7F ‘56136 v|[mMB |+
» A R 1 900 %\GB v
» &, SCSI 24122 0 LS| Logic 47 N
> [l FIBIERCES 1 | VM Network v | M B

v R IERCES 2 | VM Network 2

V] $TFF R

MAC it
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BT RERERE

£7 vSwitch1 - f@iEiaH

Ll SRR (= B3
MAC it B2 T )
Bk 8k s — 7
- st % B
DR EIES )5 -

| ink encan:Fthernet HWaddr 00:-50-56:9f:4b:b2

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:26197668993 errors:@ dropped:@ overruns:@ frame:0
TX packets:@ errors:@ dropped:@ overruns:@ carrier:0

collisions:@ txqueuelen:1000
RX bytes:6598815334523 (6.0 TiB) TX bytes:0 (0.0 B)
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BT REGRERE

PRAET R 41 vSwitch1 (VM Network 2)

€
®© VM Network 2 e | v PRER
VLAN ID: - s vmnic1 1000 23T (5 )
v B (1) | |
ossim-sensor PO

——
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HBR{FECE

FMECEST

1. EHlaicE

2. WEBEEEFREEE

- |
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System Preterences 1
System Preferences

r

Configure Network
Configure Hostname
Change Location

Change Password

Update AlienVault System

Vi Wil

L

iR ECESThR e R RInE "NANE" | (EEREEN

- |
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GENERAL CONFIGURATION

HOSTNAME

ADMIN IP
NTP SERVER

MAIL SERVER RELAY

SERVER IP

USER

PASS

CONFIRM PASS

PORT

BR{FECE

yz-soc-sensor-01

| 10.8.13.69

| No

| Yes

email.meilishuo.com

xiaofeijin@meilishuo.com
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WEBEEERIX
. BEESHENIRRS
N ENEI—EEICEED

WEBfRBE S : /usr/share/ossim/www

JRIE

T

yz-soc-server-01:~# ls /usr/share/ossim/www

404 .php av_tree.php doc incidents nagios
action backup downloads index.php netgroup
alarm compliance favicon.ico java netscan
av_asset conf forensics js nfsen
av_backup control_panel graphs legal notes

av_center dashboard help loading.php 0ssec
av_routing.php deployment home local_menu.php ossem
av_schedule_scan directives host_report_menu.php message_center otx
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WEBEEFREIX

WELCOME ADMIN | YZ-SOC-SERVER-0.. 10.8.8.107 | E‘? BRER HAZH 2N

g8 S
Has Alarms AREN
Has Events 1,339
Vulnerabilities
-
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WEBEEFREIX

—. bannerffoZ 8GRI
WNFEEBEUER A bannerEBFARMGXERS ISR , mEENTENXG

SR © /usr/share/ossim/www/home/index.php

yz-soc-server-01:/usr/share/ossim/ww/home# pwd
/usr/share/ossim/ww/home
yz-soc-server-01:/usr/share/ossim/ww/home# s

controllers 1index.php 1index.php.bak 13js providers
yz-soc-server-91:/usr/share/ossim/ww/home# l
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WEBEEFREIX

$1Findex.php , BT |, #H{7i8 :

‘header_logo'>
F A logo——>
-<img src="<?7php echo AV_PIXMAPS_DIR?>/logo/<7php echo
pssim contrast loao' 7).nﬂq“j> ->

<h2>R—ZEZME2HH</h2>

‘header
1d="w C title="<7p echo S ion::get_session_user() 7>"

! 9

c?/php echc ‘Welcome") ' substr(Session::get_session_user(),

>|</span>

Anfo"></div>

enter —>

' "

tion center href="javascript:void(0)">

<img id='img_notif' alt="Notification Center"
m/Dixmanc /< char/envel
/pixmaps/statusbar/enve Lope

<span id='no L ‘>B</span>
javascript:void(0);"><?7php echo
"javascript:void(9);"><?php echo

AV MAIN PATH 7>, ion/login
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WEBEEFREIX

SFEE LR EE M menuincF |, ZXERIT" Jusr/sharefossim/include/classes” HRT , & FREF]
NESMHATRECE

. SEEE

Z-ReFERESE WELCOME ADMIN | YZ-SOC-SERVER-0.. 10.8.8.1(

Has Alarms

Has Events \ o =2
—REm

Vulnerabilities

Asset Value imaae
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WEBEEFREIX

=. RERIGRTE
AR LRI |, (BMEEAX , BXEAFENASTLEPRETIUL , BHAENAK. RIEREHEN

7, AJLEREREA AT e, XEL "EAEE" DmAGH TR |, Zamii
F "usr/share/ossim/www/av_asset/asset/views " , {5 Alist.php , HFRERAEHTEN., TEREENEN
BUR

B meRr -
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https.//www.alienvault.com/documentation/usm

AlienVault USM Documentation:

EXPAND ALL

» Asset Management » Behavioral Monitoring

» Policies and Actions » Release Notes

» Reporting » Security Intelligence

» Security Analysis » Setup and Configuration
» System Maintenance » Threat Detection

» Vulnerability Assessment » User Management
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